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Members are reminded to consider the categories of interest, identified in
the Code of Conduct for Members to determine: whether they have an
interest in any agenda item and any action they should take. For further
details, see the attached note from the Monitoring Officer.
Members are also reminded to declare the nature of the interest at the
earliest opportunity and the agenda item it relates to. Please note that
ultimately it is the Members’ responsibility to identify any interests and
also update their register of interest form as required by the Code.
If in doubt as to the nature of an interest, you are advised to seek advice
prior the meeting by contacting the Monitoring Officer or Democratic
Services.
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MINUTES OF THE PREVIOUS MEETING(S)

7 - 16

To confirm the minutes of the Audit Committee held on 27th January
2022.
3.

DELOITTE ITEMS FOR CONSIDERATION
There are no items for consideration from Deloitte’s. As such their
attendance is not required at this meeting.

4.
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4 .1

Risk Management Report 2021/22 (Q4) - Corporate and Directorate
Risk Registers

17 - 48
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4 .3

Internal Audit and Anti-Fraud Progress Report

5.

EXCLUSION OF PRESS AND PUBLIC

73 - 112

In view of the contents of the remaining items on the agenda the Committee
is recommended to adopt the following motion: “That, under the provisions of
Section 100A of the Local Government Act 1972, as amended by the Local
Government (Access to Information) Act 1985, the press and public be
excluded from the remainder of the meeting for the consideration of the
Section Two business on the grounds that it contains information defined as
Exempt in Part 1 of Schedule 12A to the Local Government Act,1972.”
EXEMPT SECTION (Pink Papers)
The exempt committee papers in the agenda will contain information, which
is commercially, legally or personally sensitive and should not be divulged to
third parties. If you do not wish to retain these papers after the meeting,
please post them to the Democratic Service Office, 1st Floor, Mulberry Place
London E14 2BG or hold onto the papers until such time you can return to
the Town Hall and dispose of the papers in the confidential bins.
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Appendix. 3 for Internal Audit and Anti-Fraud Progress Report,
24/03/2022 Audit Committee

6.

ANY OTHER BUSINESS THE CHAIR CONSIDERS URGENT

113 - 118

Agenda Item 1
DECLARATIONS OF INTERESTS AT MEETINGS– NOTE FROM THE
MONITORING OFFICER
This note is for guidance only. For further details please consult the Code of Conduct for
Members at Part C, Section 31 of the Council’s Constitution

(i) Disclosable Pecuniary Interests (DPI)
You have a DPI in any item of business on the agenda where it relates to the categories listed in
Appendix A to this guidance. Please note that a DPI includes: (i) Your own relevant interests;
(ii)Those of your spouse or civil partner; (iii) A person with whom the Member is living as
husband/wife/civil partners. Other individuals, e.g. Children, siblings and flatmates do not need to
be considered. Failure to disclose or register a DPI (within 28 days) is a criminal offence.
Members with a DPI, (unless granted a dispensation) must not seek to improperly influence the
decision, must declare the nature of the interest and leave the meeting room (including the public
gallery) during the consideration and decision on the item – unless exercising their right to address
the Committee.
DPI Dispensations and Sensitive Interests. In certain circumstances, Members may make a
request to the Monitoring Officer for a dispensation or for an interest to be treated as sensitive.

(ii) Non - DPI Interests that the Council has decided should be registered –
(Non - DPIs)
You will have ‘Non DPI Interest’ in any item on the agenda, where it relates to (i) the offer of gifts
or hospitality, (with an estimated value of at least £25) (ii) Council Appointments or nominations to
bodies (iii) Membership of any body exercising a function of a public nature, a charitable purpose
or aimed at influencing public opinion.
Members must declare the nature of the interest, but may stay in the meeting room and participate
in the consideration of the matter and vote on it unless:
 A reasonable person would think that your interest is so significant that it would be likely to
impair your judgement of the public interest. If so, you must withdraw and take no part
in the consideration or discussion of the matter.

(iii) Declarations of Interests not included in the Register of Members’ Interest.
Occasions may arise where a matter under consideration would, or would be likely to, affect the
wellbeing of you, your family, or close associate(s) more than it would anyone else living in
the local area but which is not required to be included in the Register of Members’ Interests. In
such matters, Members must consider the information set out in paragraph (ii) above regarding
Non DPI - interests and apply the test, set out in this paragraph.
Guidance on Predetermination and Bias
Member’s attention is drawn to the guidance on predetermination and bias, particularly the need to
consider the merits of the case with an open mind, as set out in the Planning and Licensing Codes
of Conduct, (Part C, Section 34 and 35 of the Constitution). For further advice on the possibility of
bias or predetermination, you are advised to seek advice prior to the meeting.
Section 106 of the Local Government Finance Act, 1992 - Declarations which restrict
Members in Council Tax arrears, for at least a two months from voting
In such circumstances the member may not vote on any reports and motions with respect to the
matter.
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Further Advice contact: Janet Fasan, Director of Legal and Monitoring Officer, Tel: 0207 364
4800.
APPENDIX A: Definition of a Disclosable Pecuniary Interest
(Relevant Authorities (Disclosable Pecuniary Interests) Regulations 2012, Reg 2 and Schedule)
Subject
Employment, office, trade,
profession or vacation

Prescribed description
Any employment, office, trade, profession or vocation
carried on for profit or gain.

Sponsorship

Any payment or provision of any other financial benefit
(other than from the relevant authority) made or provided
within the relevant period in respect of any expenses
incurred by the Member in carrying out duties as a member,
or towards the election expenses of the Member.
This includes any payment or financial benefit from a trade
union within the meaning of the Trade Union and Labour
Relations (Consolidation) Act 1992.

Contracts

Any contract which is made between the relevant person (or
a body in which the relevant person has a beneficial interest)
and the relevant authority—
(a) under which goods or services are to be provided or
works are to be executed; and
(b) which has not been fully discharged.

Land

Any beneficial interest in land which is within the area of the
relevant authority.

Licences

Any licence (alone or jointly with others) to occupy land in
the area of the relevant authority for a month or longer.

Corporate tenancies

Any tenancy where (to the Member’s knowledge)—
(a) the landlord is the relevant authority; and
(b) the tenant is a body in which the relevant person has a
beneficial interest.

Securities

Any beneficial interest in securities of a body where—
(a) that body (to the Member’s knowledge) has a place of
business or land in the area of the relevant authority; and
(b) either—
(i) the total nominal value of the securities exceeds £25,000
or one hundredth of the total issued share capital of that
body; or
(ii) if the share capital of that body is of more than one class,
the total nominal value of the shares of any one class in
which the relevant person has a beneficial interest exceeds
one hundredth of the total issued share capital of that class.
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Agenda Item 2
AUDIT COMMITTEE, 27/01/2022

SECTION ONE (UNRESTRICTED)

LONDON BOROUGH OF TOWER HAMLETS
MINUTES OF THE AUDIT COMMITTEE
HELD AT 6.30 P.M. ON THURSDAY, 27 JANUARY 2022
COMMITTEE ROOM ONE - TOWN HALL, MULBERRY PLACE, 5 CLOVE
CRESCENT, LONDON, E14 2BG
Members Present:
Councillor Val Whitehead (Chair)
Councillor David Edgar
Councillor Eve McQuillan
Councillor Leema Qureshi
Councillor Rabina Khan*
Apologies:
Councillor James King
Councillor Ayas Miah
Councillor Kyrsten Perry
Others Present:
Councillor Andrew Wood
Mayor John Biggs
Jonathan Gooding*
Angus Fish*
James Ross*

–
–
–
–
–
–

Deloitte
Deloitte
Deloitte

Officers Present:
Miriam Adams*

–

Kevin Bartle *

–

Jill Bayley
Tim Harlock*
Marion Kelly*

–
–
–

Ahsan Khan*
Denise Radley*

–
–

Paul Rock *

–

Will Tuckley*
Nisar Visram

–
–

Farhana Zia

–

Interim Head of Pensions and
Treasury
Interim
Corporate
Director
for
Resources and Section 151 officer
(Head of Legal Safeguarding)
Interim Chief Accountant
Programme
Director,
Finance
Improvement Team
Chief Accountant
Corporate Director for Health, Adults
and Community
Head of Internal Audit, Anti-Fraud
and Risk
Chief Executive LBTH
(Director of Finance, Procurement &
Audit)
(Democratic
Services
Officer,
Committees, Governance)

*Attended virtually - online
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AUDIT COMMITTEE, 27/01/2022
1.

SECTION ONE (UNRESTRICTED)

DECLARATIONS OF INTEREST
There were no pecuniary declarations of interest declared at the meeting by
the members.

2.

MINUTES OF THE PREVIOUS MEETING(S)
The minutes from the meeting held on the 1st December 2021 were agreed to
be an accurate record of the meeting and were approved by the Committee.

3.

DELOITTE ITEMS FOR CONSIDERATION

3.1

Report to the Audit Committee on the audit for the year ended 31 March
2019

3.2

Report to the Audit Committee on the audit for the year ended 31 March
2020

3.3

London Borough of Tower Hamlets Pension Fund Final Report to the
Audit Committee on the 2018/19 audit

3.4

London Borough of Tower Hamlets Pension Fund Status Report to the
Audit Committee on the 2019/20 audit
The Chair proposed and the Committee AGREED to take all four reports from
Deloitte’s together.
The Chair invited Mr Jonathan Gooding, from Deloitte’s to address the
Committee.
Mr Gooding provided a summary of the findings and said the difficulties
experienced with the Statement of Accounts for 2018/19 and 2019/20 had
been documented in previous meetings and therefore he did not intend to
revisit this. Referring to the 2018/19 accounts, Mr Gooding said good
progress had been made to address the issues raised. He said there was still
some work outstanding however the key findings summarised the significant
risks and the approach taken to address this. He said the opinion was likely to
be a qualified opinion, as the authority should have prepared group accounts
because the subsidiary entities were material. Mr Gooding stated the
accounting of the pension fund liability, where employees transfer to one of
the subsidiary entities was also a concern and said the accounting treatment
applied as per the 2019/20 accounts was incorrect. Mr Gooding said he was
continuing to discuss and consult on this aspect of the opinion and had not
reached a conclusion on this. He said the other reasons identified related to
insufficient evidence provided to support disclosures of expenditure in the
accounts and disclosure of Officer renumerations.
In reference to the use of resources, page 51, Mr Gooding drew attention to
the conclusions and explained why a qualified conclusion had been given in
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AUDIT COMMITTEE, 27/01/2022

SECTION ONE (UNRESTRICTED)

respect to value for money. Mr Gooding said the prior year adjustments were
set out on page 37 and the current year adjustments, in appendix A. He said
the control deficiencies were significant for this year and therefore this was
reflected in recommendations made.
Referring to 2019/20, Mr Gooding stated the audit was very similar with a
qualified opinion given. He said the qualifications were different because they
had been able to satisfy themselves in respect to the disclosure of
expenditure for that year.
Referring to the Pension Fund reports, Mr Gooding stated these were shorter
reports as the number of issues identified were less. He said these set out the
materiality applied and the significant risks which related to management
override of controls and the procedures performed to identify this risk. He said
an area of focus was the completeness of valuation and presentation of
investments and the immaterial uncorrected misstatements where control
recommendations had been made.
In response to questions and comments from members the following was
noted:










Councillor Whitehead stated this had been a long journey for both the
Council and the external Auditors. She was pleased that both set of
accounts were nearing completion and had been presented to the
Committee.
Councillor Whitehead said whilst it was disappointing to have qualified
opinions, the hard work of Officers and the Auditors was a testimony to
the efforts it had taken to resolve the issues identified. Councillor
Whitehead stated she had met with Deloitte’s in a private meeting and
that they had not raised further concerns other than what had been
documented in their reports.
Councillor Edgar echoed the comments made by the Chair. He referred
to the recommendation made for members to receive detailed
accounting papers and asked if this was common practice in other
authorities. He said he was sceptical about how this would work.
In response Mr Gooding stated the proposal was not suggesting
members receive detailed papers but they receive papers which
support the key judgements made. He said it was important for
Members to understand how judgements had been reached and this
would be good practice particularly for the Committee’s governance
role.
Mr Kevin Bartle, Interim Corporate Director of Resources and Section
151 officer said his view on this differed to that of Mr Gooding. He said
due to the complexity of the accounts, providing detailed working
papers to the Committee would slow down business. He said he
appreciated his view is subjective, but he did not think providing
accounting papers to the Committee would be helpful. Mr Nisar Visram,
Director for Finance, Procurement and Audit, added that members
were provided with training on the accounts as part of the Committee’s
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AUDIT COMMITTEE, 27/01/2022

SECTION ONE (UNRESTRICTED)

rolling training programme, which prepared members to analyse and
question the accounts.
o ACTION: The Audit Committee to decide in the new municipal year
2022/23 if working papers and/or a summary of the key critical
judgments in relation to the accounts, should be made available to
members.
 In response to how the position of London Borough of Tower Hamlets
compared with other authorities, who were in a similar position, Mr
Gooding stated that due to the level of prior and current adjustments
that were made to the accounts and the qualified opinion for value for
money, plus the number of significant errors, the authority was one of
the lower performing authorities for those specific years. He said the
extent of qualification and adjustments were not common in the sector.
Mr Gooding said notwithstanding this, the authority had invested
heavily in resolving the issues and said the Senior Leadership Team
and officers had shown great interest by working hard to resolve the
position. He said it was clear this was being taken seriously by
everyone.
 In response to what might cause the Authority to slip back, Mr Gooding
said the big risk was the loss of retained knowledge as staff move or
leave the authority. He said it was important for the Authority to ensure
the recommendations and learning from the past years was embedded
for future years, when producing the statement of accounts.
 In response to officer renumeration and employees working for
subsidiary entities, Mr Angus Fish stated this related to schools using
different payroll systems to that used by the Council. He said the issue
had been reconciling the individual systems to that of the Council. He
said the discrepancies were not material to the accounts, but they were
sizeable numbers which made it difficult to tell if the list was complete.
 In respect to the Pension Fund audits, Councillor Whitehead said she
would make the Chair of the Pensions Committee and the vice-chair
aware of the additional items that need to be referred to the Pensions
regulator.
The Audit Committee RESOLVED to:
1. Note the comments of the Committee and the recommendations made
in the four reports discussed.
4.

TOWER HAMLETS ITEMS FOR CONSIDERATION

4.1

Statements of Accounts for 2018-19, 2019-20 and 2020-21
Mr Kevin Bartle, Interim Corporate Director for Resources and Section 151
Officer introduced the report and stated this was a significant milestone for the
Council with the end point in sight. He said this had been the most thorough
audit he had been involved in.
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AUDIT COMMITTEE, 27/01/2022

SECTION ONE (UNRESTRICTED)

Mr Bartle thanked the staff involved in resolving the accounts for the previous
years and said this had been a mammoth task, with interim staff recruited to
assist in correcting the errors. He also thanked Deloitte for their patience and
diligence, in particular Mr Gooding, Mr Fish and Mr Ross who had worked
hard to highlight issues and had worked with the Council to get to the position
where the accounts had been published. Mr Bartle said that after two years,
Deloitte’s were able to give an opinion on the accounts of the Council. Mr
Bartle said whilst the opinion was a qualified opinion and staff were
disappointed with this - they take this outcome seriously, as this is a question
of professional pride – they accepted the opinion given. Mr Bartle said going
forward, as the Finance Improvement Plan will show, policies and procedures
had been tightened to ensure learning from the accounts can be embedded
for the future production of the accounts.
Mr Bartle said he was pleased to inform the Committee that the 2020/21
accounts had also been published as of today. He said that due to the work
involved for the 2018/19 and 2019/20 accounts, this had had a knock-on
effect on the 2020/21 accounts. He said the errors found in the 2018/19 and
2019/20 related to past years and therefore it was not easy to go back and
correct all of them. He said the versions in front of the Committee were the
ones published in October 2021. He said they required finalisation, once one
or two further amendments had been made, which were not significant or
material. Mr Bartle said the report provided members with a detailed response
to the external auditor’s report and he’d be happy to take questions relating to
this.
In relation to some of the questions raised by members during the Deloitte
presentation, Mr Bartle made the following comments.










He hoped future accounts would have none or fewer errors in them.
Additional staff had been recruited to correct the errors and learning
from this was being embedded into new practices within the finance
team and the Council more widely. Mr Bartle said it was important to
ensure the transfer of knowledge was not lost when staff moved or left
the Council.
In respect to the qualification issues raised, Mr Bartle said he did not
disagree with the recommendation of group accounts however this was
subjective opinion and was not a requirement of the previous external
auditors KPMG.
The remuneration of officers and employees working for subsidiary
entities sounds worse than it is. Mr Bartle said he was confident that
with a little bit of effort the reconciliation of school payrolls with the
Council’s, was achievable.
In respect to the ‘use of resources’ judgment, Mr Bartle commented the
accounts had taken a long time to produce however they were on the
road of improvement. The production of the 2020/21 accounts had
improved dramatically.
Lastly, Mr Bartle said the majority of issues related to disclosure issues
and working papers that were inadequate or where things were
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SECTION ONE (UNRESTRICTED)

incorrectly categorised. He said this did not affect the mid-term
financial planning process or the council budget setting process.
In conclusion, Mr Bartle said 91% of Councils this year, had not achieved the
statutory deadline to have their accounts signed off and this clearly was an
issue for the Government to look at. He said he did not expect to come back
to the Committee with the 2018/19 and 2019/20 accounts unless there were
significant issues. He said these would be signed off under delegated
authority with the consent of the Chair of the Committee.
In respect to the certificates relating to 2016/17 and 2017/18 accounts, Mr
Bartle said they were in advanced conversation with KPMG and once the due
diligence work had been completed, he was hopeful the certificates would be
issued.
In response to comments and questions from members the following was
noted:








Councillor Whitehead commented that the valuation of assets was a lot
of work and whilst these should be valued there was a view on how
effective this was given the assets are not going to be sold. Councillor
Whitehead said the Council was not an exception when it came to the
number of resources required to produce the accounts and said this
was being felt throughout the sector.
In response to how long it would take to attain the certificates from
KPMG, Mr Bartle reassured the Committee they were in advanced
stages of discussion and that he was hopeful these would be provided
once a couple of things had been finalised. Mr Bartle said he did not
know how much the cost would be to the Council for the additional
work undertaken by KPMG.
In response to what the timeline was to achieve a set of accounts
without qualifications, Mr Bartle said the aim was to ensure the 2021/22
accounts were unqualified. He said this as a challenge for him and his
team, but this was the aspiration.
Councillor Edgar commented on the report and said it was clear and
provided useful linkage to the Finance Improvement Plan.

The Chief Executive, Mr Will Tuckley and the Mayor John Biggs were also
present for the meeting and thanked the staff as well as Deloitte’s for the
improvement journey made. Mr Tuckley said the improvement plan was part
of the long-term goal of improving systems and process which had been
identified by the independent review by Mr Worth.
The Audit Committee RESOVLED to AGREE:
1. In conjunction with reviewing the findings of the external auditor,
Deloitte, presented separately on the agenda, to note the Council’s
response.
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SECTION ONE (UNRESTRICTED)

2. Specifically, to note that the Council will be updating the Statements of
Accounts for 2018-19 and 2019-20 as detailed within this report.
3. To delegate authority to the Chair of Audit Committee and the s151
Officer to sign off the final versions of the Statements of Accounts upon
completion of agreed amendments (with the only exception being if,
subsequent to this meeting, significant and material matters arise).
4.2

Progress Report on the Finance Improvement Plan
Ms Marion Kelly, Programme Director for the Finance Improvement Team
presented the progress report on the Finance Improvement Plan.
Ms Kelly referred to Appendix A and said of the sixty actions, 41 were now
complete shown as blue, 12 were on track, shown as green and 4 actions
were amber and 3 red rated. She said two-thirds of the actions were complete
and good progress was being made.
Ms Kelly provided a detailed analysis of why the red rated actions had been
slow to progress stating that this was mainly due to capacity issues. Ms Kelly
said actions were risk assessed through a monthly dashboard and an in-depth
review of the improvement plan was planned so to ensure the
recommendations from Deloitte’s were also included in the plan. Ms Kelly said
a fuller report would be provided to the Committee in March 2022, which
would include how all the actions have been sustainably embedded within the
finance function. She said progress on any remaining actions would be
reported but incorporated into other Accounts reports after March.
In response to comments and questions from members the following was
noted:








The Chair, Councillor Whitehead commented that she was pleased the
review of the Agresso system and health check had been brought
forward to June and the review on whether the Council should continue
with Best of Breed Systems or invest in an Enterprise Resource
Planning system will take place in the Autumn. She said this was an
outstanding issue that needed to be decided on, so that the Council
can move forward in a smoother and more controlled way.
Councillor Edgar provided feedback and said the work on
reconciliations and the re-alignment of the budgets was an important
task as this effected the balance sheet. He said it was clear the issues
identified by Deloitte’s were historic, but it was crucial to ensure
reconciliations were conducted in a timely way, as they help to identify
issues quickly.
In respect to the re-aligned budgets, Councillor Edgar said that aside
from training budget holders, it was important that the organisational
structures supported the budget managers and that these are reflected
in the budgets.
In reference to paragraph 3.13, Councillor McQuillan asked if the
finance team were confident that the systems used would provide
accurate information for the budget setting process that Councillors
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SECTION ONE (UNRESTRICTED)

were currently tasked with. Mr Bartle responded saying although the
matters with the accounts were serious, they did not affect the
Council’s ability to set a balanced budget.
The Audit Committee RESOVLED to:
1. Note the progress against the actions set out in the Finance
Improvement Plan (FIP).
4.3

2022/23 Treasury Management Strategy Statement, Investment Strategy
Report and Capital Strategy Report for 2021-22
Ms Miriam Adams, Interim Head of Pensions and Treasury provided the
Committee with a detailed update on the Treasury Management Strategy
Statement, Investment Report and the Capital Strategy Report for 2021-22.
Ms Adams explained the three reports were a requirement of the legislation
and guidance provided by CIPFA and the DLUHC.
Ms Adams referred to Appendix A, the Treasury Management Strategy
Statement, which set out the external and local context. She referred to table
1, the balance sheet summary which detailed the Authority’s investments and
borrowings. Ms Adams made reference to paragraph 4.7 and the table
demonstrating capital expenditure. She said a key factor for the future was to
ensure investment managers managing council’s strategic pooled funds meet
the ESG requirements.
Ms Adams drew attention to paragraph 8.2 in the Investment Strategy Report,
appendix B and said the table demonstrated the possible forecast and risk
exposure on balances for investments and the forecast for future years as
well as risk exposure in relation to other non-treasury investments like lending
for service purposes. She said the Capital Strategy Report, appendix C was a
high-level report which set out the Council’s strategy for capital expenditure.
She referred to paragraph 1.4 which summarised how the £299m would be
invested.
Ms Adams also referred to the remaining appendices and said the prudential
indicators and treasury management statement provided guidance on the
treasury management activities that are undertaken and monitored. She said
they worked closely with their external treasury advisors, Arlingclose to
ensure the investments were sound and provided value for money.
In response to comments and questions from members the following was
noted:




Councillor Edgar stated the reports were helpful. He asked about the
capital programme and said the estimated cost rose from £231m in
2021-22 to £299m in 2022-23. He asked why projects seem not to
complete on budget and in time, as per the capital strategy.
Mr Kevin Bartle, Interim Corporate Director for Resources and Section
151 Officer responded saying it was the responsibility of the Project
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SECTION ONE (UNRESTRICTED)

Manager to ensure projects were delivered to the budget set. He
acknowledged there was considerable slippage within the capital
programme and said the figures provided were a forecast. He said the
report had been late coming to the Committee due to deliberations
taking longer to be concluded. He said it was important to use the most
up to date information possible as this effects projections and
indicators. He said the figures are revised daily as part of the work
done by Treasury Management.
Referring to the New Homes bonus money, with forecasts increasing
from 3.8m to 16.3m, Councillor Khan asked why there was a big jump.
Mr Bartle responded saying there was a misapprehension in respect to
this money. He said the government was consulting on the distribution
methodology in 2021 and reached a final conclusion to roll over the
previous years’ bonus for a year. It was a fortuitous windfall and
therefore was not forecast.
In response to the liability debit of 2.1m, Councillor Khan asked what
might be done to mitigate against this. Ms Adams responded stating
that the Council had a community role and is required to underwrite
and provide guarantees for liabilities. She said the council’s pension
liability was long term which could not be resolved immediately.

The Audit Committee RESOLVED to recommend to Council to:
1. Approve and adopt the following policy and strategies:

5.

1.1)
A;

The Treasury Management Strategy Statement contained in Appendix

1.2)

The Investment Strategy Report contained in Appendix B;

1.3)

The Capital Strategy Report, which includes the Minimum Revenue
Provision (MRP) Policy Statement, contained in Appendix C;

1.4)

The Prudential and Treasury Management indicators contained in
Appendix D; and

1.5)

The Treasury Management Policy Statement as set out in Appendix E.

AUDIT COMMITTEE WORK PLAN
The Audit Committee noted the work plan for the forthcoming meetings of the
Committee.

6.

ANY OTHER BUSINESS THE CHAIR CONSIDERS URGENT
There was no urgent business to be discussed.
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The meeting ended at 8.30 p.m.
Chair, Councillor Val Whitehead
Audit Committee
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Agenda Item 4.1
Non-Executive Report of the:
Audit Committee
Thursday, 24 March 2022
Report of: Kevin Bartle Interim Corporate Director,
Resources (S.151 Officer)

Classification:
Open (Unrestricted)

Risk Management - Corporate and Resources Directorate Risk Register
Originating Officer(s)
Wards affected

Paul Rock
(All Wards);

Executive Summary
The management of risk is a key function of the Council’s management. The Head
of Internal Audit, Anti-Fraud and Risk coordinates risk management on behalf of the
Council but the identification, assessment, justification, and mitigation of individual
risks remains the responsibility of management.
This report presents the Audit Committee with the opportunity to review the
Corporate and Resources Directorate Risk Registers.
Recommendations:
The Audit Committee is recommended to:
1. Note the corporate risks, and where applicable request risk owner(s)
with risks requiring further scrutiny to provide a detailed update on the
treatment and mitigation of their risk including impact on the corporate
objectives at the next Committee meeting (or separately before the
meeting if urgent).
2. Note the Resources Directorate risks and where applicable request risk
owner(s) with risks requiring further scrutiny to provide a detailed update
on the treatment and mitigation of their risk including impact on the
directorate’s objectives at the next Committee meeting (or separately
before the meeting if urgent).
1.
1.1

REASONS FOR THE DECISIONS
The Audit Committee has responsibility for oversight of the arrangements
for governance, risk management and control and this report assists the
Committee in discharging its responsibilities.
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2.

ALTERNATIVE OPTIONS

2.1

None.

3.

DETAILS OF THE REPORT

Corporate Risk Register
3.1

The Head of Risk continues to work with Corporate and Divisional Directors to
maintain the Corporate Risk Register. The updated register is attached at
Appendix A. This register was presented to CLT in March 2022 for their
review and agreement.

3.2

The Audit Committee should review the Corporate Risks and be satisfied that
the risks are appropriate. In doing so the Committee may wish to consider the
following questions:
a. Are these the key, corporate level risks that might prevent the Council
from achieving its objectives?
b. Are there any key, corporate levels risks missing, bearing in mind there
are many more risks being managed at Directorate and Service level?
c. Do you want to request any of the risk owner(s) to provide a more
detailed update on the treatment and mitigation of their respective risk(s)
including impact on the corporate objectives?
d. Do you require any independent assurance from Internal Audit or
elsewhere that the corporate risks are being appropriately managed?

Recommendation
3.3

The Committee is recommended to note the corporate risks, and where
applicable request risk owner(s) with risks requiring further scrutiny to provide
a detailed update on the treatment and mitigation of their risk including impact
on the corporate objectives at the next Committee meeting (or separately
before the meeting if urgent).

Resources Directorate Risk Register
3.4

The Audit Committee should review the directorate risks and be satisfied that
the risks are appropriate. In doing so the Committee may wish to consider
similar challenge questions as those presented above.

Recommendation
3.5

The Committee is recommended to note the directorate risks, and where
applicable request risk owner(s) with risks requiring further scrutiny to provide
a detailed update on the treatment and mitigation of their risk including impact
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on the directorate objectives at the next Committee meeting (or separately
before the meeting if urgent).
Future Directorate Risk Register Reviews
3.6

Going forward the Committee will be presented with the other directorates risk
registers on a rolling programme as follows:




Children’s and Culture
Health, Adults and Community
Place

4.

EQUALITIES IMPLICATIONS

4.1

There are no specific equalities implications.

5.

OTHER STATUTORY IMPLICATIONS

5.1

This section of the report is used to highlight further specific statutory
implications that are either not covered in the main body of the report or are
required to be highlighted to ensure decision makers give them proper
consideration. Examples of other implications may be:
 Best Value Implications,
 Consultations,
 Environmental (including air quality),
 Risk Management,
 Crime Reduction,
 Safeguarding.
 Data Protection / Privacy Impact Assessment.

5.2

The Accounts and Audit Regulations 2015 require authorities to ensure they
have a sound system of internal control which:


facilitates the effective exercise of its functions and the achievement of
its aims and objectives;



ensures that the financial and operational management of the authority
is effective; and



includes effective arrangements for the management of risk.

6.

COMMENTS OF THE CHIEF FINANCE OFFICER

6.1

There are no specific financial implications arising from the content of this
report. General comments with regards the importance of effective risk
management and the consequences of failure to monitor and manage
organisational risks are contained within the body of the report and the
appendices.
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7.

COMMENTS OF LEGAL SERVICES

7.1

The management of risk has a direct impact on the Council’s ability to deliver
its functions in a manner which promotes economy efficiency and
effectiveness. Therefore, the consideration of this report demonstrates the
Council’s compliance with its Best Value Duty.

7.2

The Accounts and Audit Regulations 2015 require the Council to ensure that it
has a sound system of internal control facilitating the effective exercise of the
Council’s functions. This includes arrangements for the management of risk
and an effective system of internal audit to evaluate the effectiveness of its
risks management, control and governance processes, taking into account
public sector internal auditing standards and guidance. This report also
demonstrates compliance with these legal duties.
____________________________________

Linked Reports, Appendices and Background Documents
Linked Report
 None.

Appendices
 Appendix A – Corporate Risk Register
 Appendix B – Resources Directorate Risk Register
Local Government Act, 1972 Section 100D (As amended)
List of “Background Papers” used in the preparation of this report
List any background documents not already in the public domain including officer
contact information.
 None.
Officer contact details for documents:
Paul Rock, Head of Internal Audit, Fraud and Risk
Tel: 07562 431830. Email: paul.rock@towerhamlets.gov.uk
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Tower Hamlets
14 March 2022
Attachment 3

Detailed Risk Report (incl Control Measure Target Date)
Triggers

Consequences

Existing Control_Measures

CSD0016

Death or serious harm to
a child that was or should
have been in receipt of
services, either from the
council or a partner
agency. There is an
on-going need to ensure
that services to all
vulnerable children and
young people have a
focus on safeguarding
and prevention of harm.

Our most recent Ofsted
report (June 2019) rates
Children’s Social Care
and Early Help service’s
as “Good”. However,
there will be a need to
regularly review and
scrutinise the quality of
services for vulnerable
young people. This
scrutiny and challenge
will need to have a focus
on;
•
Overall management
oversight and quality of
supervision.
•
Compliance with
core statutory and local
requirements.
•
Adherence to key
safeguarding thresholds.
•
Regular
assessments of cases,
and emerging /changing
risks.
•
Strong planning for
children, with regular
reviews to avoid drift
and delay.
•
Maintaining strong
quality assurance and
auditing mechanisms.

•
Harm to individual
Children and young
people being left in
situations of risk and or
unassisted harm.
•
Poorer than
expected outcomes for a
child.
•
Poor audit/review
findings
•
Reputational damage
to the council.
•
Poor Staff
development and
competence.
•
Poor Quality
assurance and
Performance
Management
•
Loss of experienced
professional staff.
•
Potential for legal
proceedings against the
council leading to
financial loss

Monthly meeting of the Continuous
Improvement Board, chaired by the
DCS, and involving the Lead
member.
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Risks

The Tower Hamlets Children’s
Safeguarding Partnership,
delivering the statutory multi-agency
oversight of safeguarding.
The Tower Hamlets Safeguarding
Children's Partnership is jointly led
by the Council, Police and CCG, and
benefits from the support and
challenge of an Independent
Scrutineer. The Partnership
provides routine oversight of
multi-agency data and quality
assurance findings.
Monthly service level performance
meetings held by the Divisional
Director.
Underpinned by monthly
Performance Surgeries held by
each Head of Service.
Practice Week which is held twice
a year (May and November) which
involves all Corporate Directors and
members.

L
5

Target Risk

I

Total

Required Control_Measures

L

I

Total

5

25

Increased level of Quality
Auditing.

4

4

16

From May 2021 the quality
assurance programme will move
to monthly quality audits and be
positioned as a core activity for
all managers to ensure consistent
and improving standards of
casework across Children's
Social Care. All audits are
moderated.
Susannah Beasley-Murray

Responsibility
James
Thomas

CPT

People Are Aspirational,
Independent And Have Equal
Access To Opportunities.

Current Risk
Risk Ref

Required Control Measure
Target Date:
31/03/2023

External peer scrutiny of our
safeguarding practice.
Three current initiatives: (1) Peer
contribution to the Continuing
Improvement Board; (2) East
London Quality Assurance Peer
Review - external moderation of
our case auditing; (3) Full LGA
Peer Challenge end of March
2022 focused upon our front
door, assessment, Child in Need
and Child Protection work.
James Thomas
Required Control Measure
Target Date:
31/03/2023

Inspection by the regulator,
Ofsted
Tower Hamlets is due a Focused
Visit as part of the ILACS
inspection framework expected
by summer 2022, which will

For more information contact the Risk Management Team on Ext : 0738 or 4051 Email: risk@towerhamlets.gov.uk
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Current Risk
Risk Ref

Risks

Triggers

Consequences

Existing Control_Measures

L

I

Total

Target Risk
Required Control_Measures

L

I

Total

2

2

4

Responsibility

CPT

provide external scrutiny of our
safeguarding practice against the
national inspection benchmarks.
Annual Conversation with Ofsted
indicated this will be within 12
months from July 2021.
James Thomas
Required Control Measure
Target Date:
31/03/2023

Tower Hamlets Safeguarding
Children's Partnership and
increased quality assurance.
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ICT0080

The THSCP has planned for 21/22
and 22/23 an increased level of
quality assurance, including
multi-agency case audits and
Safeguarding Child Practice
Reviews.
James Thomas
Required Control Measure
Target Date:
31/03/2023

Supply-chain issues (for
example with computer
chips) could lead to
delays in receiving goods
ordered
Examples being network
hardware in the NTH,
monitors, laptops etc.

Delivery dates beyond
the project plans.
Step change in demand
that pressures the need
for additional equipment
i.e. back to business
initiative

Non-availability of
network at NTH,
non-availability of AV kit
for NTH
Lack of suitable
equipment for new
starters
Not the full complement
of equipment on desks in
readiness for the return
to offices

For more information contact the Risk Management Team on Ext : 0738 or 4051 Email: risk@towerhamlets.gov.uk

5

5

25

Alternative approach to
established supply chain

Adrian Gorst

Review the expected delivery
dates, formulate alternative plans.
Identify alternative suppliers
Melanie Rose
Required Control Measure
Target Date:
31/05/2022
Forward planning for demand

Work with relevant areas to
identify a forward plan of
requirements.
Understand attrition rates for
equipment; losses, breakages,
non-returns for example with
laptops
Maintain requisite stock levels
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Current Risk
Risk Ref

Risks

Triggers

Consequences

Existing Control_Measures

L

I

Total

Target Risk
Required Control_Measures

L

I

Total

4

3

12

Responsibility

CPT

Adam Evans
Required Control Measure
Target Date:
31/05/2022
Agile procurement

Work with procurement to apply
the most appropriate procurement
approach based on availability
Melanie Rose
Required Control Measure
Target Date:
31/05/2022

ORG0027

There is an ongoing risk
of a cyber attack and/or
major loss of IT.
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Cyber attacks could
include ransomware,
denial of service, social
engineering, phishing,
malware and/or an
active attack exploiting
network security
vulnerabilities.
Attacks could be enabled
through miss-sent
emails, inappropriate
sharing, insecure design,
inappropriate access,
introduction of
unauthorized software
to the network, users
clicking on phishing scam
email links, and/or
divulging sensitive
information

Significant and prolonged
loss of IT services.
Inability to deliver critical
and essential services.
Failure to comply with
statutory duties or other
legal responsibilities.
Breach of data protection
legislation
Financial loss
Reputational damage

Current activity
Internal internal and external
reviews.
Internal vulnerability scanning is
on-going, occurring every week
and the critical / high vulnerabilities
discovered continue to be
escalated for urgent remediation.
Annual independent penetration
tests.
Implementation of a SIEM solution
Recruiting additional specialist
resources to support the SIEM.
Take a risk-based approach to data
security.
Embed the risk assessment culture
within service delivery.
Ensure architectural decisions
taken are supported by adequate
risk assessments.
Ensure Policies are aligned with
identified risks and communicated
effectively.
Ensure policy exceptions are
supported with fully documented
and signed off risk assessments
and controls are continually
monitored
Cyber Securtiy/Attack Exercise
The Council has run a table top
cyber security/attack scenario with
both CLT and the CCB. Lessons
learned have been identified and

For more information contact the Risk Management Team on Ext : 0738 or 4051 Email: risk@towerhamlets.gov.uk

4

5

20

Zero 12 Tolerance to unsupported
software in the council live
environment

Adrian Gorst

Recent events with a number of
local authorities have led to
severe disruptions and impacted
their ability to deliver key
services. In an attempt safeguard
LBTH from such an event a Zero
Tolerance approach to
"unsupported software" will be
adopted. This will include:
- Run weekly vulnerability scan
(NESSUS)
- Identify and publicise any
systems that have unsupported
software installed
- For those systems identified:
- If non-production, disable
immediately
- if production, Applications Team
to work with the Service and
Information Security to identify
the most appropriate course of
action.
Adrian Gorst
Required Control Measure
Target Date:
30/06/2022
Review of BCP

At the request of the Corporate
Directors of Health, Adults and
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Current Risk
Risk Ref

Risks

Triggers

Consequences

Existing Control_Measures
actions will be assigned to
responsible officers and monitored
by the CCB.

L

I

Total

Target Risk
Required Control_Measures

L

I

Total

Responsibility

CPT

Community, Internal Audit will
review a sample of BCP's in
quarter 4 of 2021/22 to form a
view on whether the BCP's
adequately address a complete
loss of IT infrastructure for a
prolonged period. The outcome
will be reported to CLT members
and the CCB.
Paul Rock
Required Control Measure
Target Date:
31/05/2022
Governance
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The terms of reference for the
Strategic Information Governance
Board need to be reviewed and
agreed by CLT. Consideration to
include oversight of cyber
security matters.
Raj Chand
Required Control Measure
Target Date:
31/08/2022

Information/Cyber Security
Incident Response Procedures
The Council’s Information/Cyber
Security Incident Response
Procedures need to be reviewed
and updated with key details
Mary Umoh
Required Control Measure
Target Date:
31/08/2022

For more information contact the Risk Management Team on Ext : 0738 or 4051 Email: risk@towerhamlets.gov.uk
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Current Risk
Risks

Triggers

Consequences

Existing Control_Measures

RS0056

The Council may
significantly overspend
its budget, fail to deliver
savings and continue to
rely on dwindling
reserves. As of January
2021 we have a
balanced position
forecast for 2021/22,
albeit utilising significant
one off COVID funding to
achieve this. A balanced
budget has been set for
2022/23, with a single
year budget set in March
2022, and the Council will
review its medium-term
funding position in the
22/23 financial year.

COVID-19 Virus outbreak
and associated increase
in costs.
Loss of income in
particular council tax,
business rates and
leisure events.
Poor budget management
Failure to deliver savings

Significant financial
losses, overspent
budgets, further drawn
down on reserves.

Financial Measures
CLT and SLT have prepared
savings proposals to deliver
savings across 9 themes which
were presented Members for their
agreement:

There is a risk that the
statement of accounts
will received a qualified
opinion for 2020-21.

External audit of the
statement of accounts
and the subsequent
findings/outcome.

5

I

Total

4

20

Qualified opinion on
statement of accounts.
Reputational damage to
the Council.

Target Risk
Required Control_Measures
Monitoring and Control

I

Total

Responsibility

4

3

12

Nisar Visram

2

2

4

Nisar Visram

CPT

Required Control Measure
Target Date:
31/03/2023

4

4

16

Improvement Plan
An extensive improvement plan is
in place and being actively
delivered and monitored.
Progress will be reported to CLT
and the Audit Committee.
Ahsan Khan
Required Control Measure
Target Date:
30/09/2022

For more information contact the Risk Management Team on Ext : 0738 or 4051 Email: risk@towerhamlets.gov.uk

L

Continual focus on budget
management. Closely tracking
delivery of savings and
identifying alternatives if
proposals become undeliverable.
Regular budget reporting to CLT,
Portfolio Leads, MAB and
Cabinet.
Allister Bannin

1. New ways of working from the
pandemic
2. Managing demand by enabling
people to help themselves
3. Streamlining our back office
4. Greater use of community assets
5. Digital
6. Buildings
7. Non- statutory services
8. Joining up services
9. Headcount reductions
Financial Actions
Increased focus on budget
management. Budget Managers
Handbook Issued. All budget
managers directed by CLT to remain
in budget. High risk budgets
reviewed by the Corporate Director
Resources or the Divisional Director
of Finance, Procurement and Audit.
Redoubled efforts to deliver
previously agreed savings
proposals.
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RSB0023

L

A Dynamic Outcomes-Based
Council Using Digital Innovation
And Partnership Working To

Risk Ref
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Triggers

Consequences

Existing Control_Measures

ASD0015

Death or serious harm to
a vulnerable adult who
was or should have
been, in receipt of
services, either from the
council or a partner
agency.

There is a failure of one
or more of the controls in
place to identify the
degree of risk to a
vulnerable adult
(multi-agency
safeguarding
procedures)
Poor practice,
insufficient information
sharing and/or
inadequate management
oversight.
Failure of quality control
systems.
Service user fails to
work to agreed
partnership / agency
arrangements.
Poor communication and
partnership work.
Poor resourcing of
service areas against
increased demand.
Local authority
contracted out service
do not have sufficiently
robust safeguarding
arrangements.

Harm to an individual.
Reputational damage to
the Council.
Potential for legal
proceedings against the
council leading to
financial loss.
Loss of confidence in
safeguarding capability.

CQC care commission embargo list
used.
This list is available from the CQC
highlighting all providers where the
CQC has raised concerns. London
ADASS branch circulate any
service suspensions or restarts
due to safeguarding concerns and
these are passed to the Brokerage
service. Paul Swindells, Service
Manager has oversight of
Brokerage Team. Provider Concerns
and interface with Adult
Safeguarding is a standard agenda
item at Joint ASC/IC SMT.
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Risks

L
3

I

Total

5

15

Target Risk
Required Control_Measures
Oversight through management
reporting
Social workers have 1:1
supervision monthly on their
casework includes safeguarding
cases.
High risk cases are present to the
High Risk panel chaired by Shaun
Last, Service Manager for Mental
Health.
The SMT managers are
responsible for the review and
monitor Adult Safeguarding case
in their services in supervision
with their Team Managers.
Katie O'Driscoll

L

I

Total

Responsibility

2

5

10

Denise Radley

CPT

People Are Aspirational,
Independent And Have Equal
Access To Opportunities.

Current Risk
Risk Ref

Required Control Measure
Target Date:
28/08/2022

Information campaigns to raise
awareness of safeguarding with
oversight from Safeguarding
Adult’s Board
This is an ongoing priority for the
Safeguarding Adults Board and
includes the annual 'Safeguarding
Month' campaign in November
each year. The Independent
Chair takes a key role in this and
all SAB partners participate.
Specific campaigns are run at
other times including financial
abuse & scams, modern slavery,
domestic abuse etc.
Katie O'Driscoll
Required Control Measure
Target Date:
28/08/2022

5 year (2019 – 2024)
Safeguarding Adults Board
Strategy
The actions within the SAB
strategy aim to mitigate the risks
associated with safeguarding.

For more information contact the Risk Management Team on Ext : 0738 or 4051 Email: risk@towerhamlets.gov.uk
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Current Risk
Risk Ref

Risks

Triggers

Consequences

Existing Control_Measures

L

I

Total

Target Risk
Required Control_Measures

L

I

Total

Responsibility

CPT

These are linked to the principles
of Safeguarding with is
Empowerment, Prevention,
Proportionality, Partnership,
Protection and Accountability.
They are also linked to the
principles of Making Safeguarding
Personal. The SAB will be
focusing on 3 key priorities
relating to transitions, self neglect
and homelessness.
Katie O'Driscoll
Required Control Measure
Target Date:
28/08/2022

Safeguarding issues as part of
contract management procedures
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Status changed to allow review
by Joint Director for Integrated
Commissioning (last reviewed
2016) - contract management
procedures continue to focus on
safeguarding.
Warwick Tomsett
Required Control Measure
Target Date:
01/12/2021

Failed visit policy and procedures
in place.
Responsibility for this policy sits
within Commissioning and applies
to all commissioned services as
well as the Council's own
re-ablement service.
Safeguarding Adults Reviews
have identified problems with
compliance to this policy and it is
crucial that it is regularly
reviewed and forms part of
contract monitoring. Status
changed back to in progress so
that a review can be provided by
Joint Director of Integrated
Commissioning - policy review to
be carried out (policy last

For more information contact the Risk Management Team on Ext : 0738 or 4051 Email: risk@towerhamlets.gov.uk
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Current Risk
Risk Ref

Risks

Triggers

Consequences

Existing Control_Measures

L

I

Total

Target Risk
Required Control_Measures

L

I

Total

1

5

5

Responsibility

CPT

updated c18months ago)
alongside a review of intelligence
from contract monitoring reports.
Warwick Tomsett
Required Control Measure
Target Date:
01/12/2021

Safeguarding Adult Reviews
Action Plan - implementation of
recommendations of all SARs
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We have recently overhauled our
approach to tracking the
implementation of
recommendations from
Safeguarding Adult Reviews. We
now have a single log providing a
comprehensive overview of
recommendations and the status
of action/implementation. This is
reported regularly to the
Safeguarding Adult Board.
Katie O'Driscoll

Following the Grenfell
Fire tragedy residents of
tower blocks in the
borough are not safe or
do not feel safe from fire
following reassurance,
advice, interim measures
and completed, in
progress or scheduled
remedial actions to
improve fire safety.

Accountability for fire
safety is not correctly
designated,
communicated and
understood
Fire Risk Assessments:
* are incomplete,
inadequate or not carried
out in accordance with
the latest advice from
DCLG and fire and
rescue services
* are not published in
accordance with the
Mayor's commitment
* do not include the time
limits on
recommendations
Fire Risk Assessment

Loss of life
Loss of housing stock
Lobbying and/or
protesting
The council and local
housing management
organisations loose the
trust of residents
Individual prosecution
under a number of Acts
of Parliament and
common law offences
with potential penalties
including unlimited fines
and a maximum of life
imprisonment
Corporate prosecution
with potential penalties of
unlimited fines, remedial

Work with MHCLG to ensure
owners of private residential tower
blocks are taking measures to
ensure their residents safety
Officers within the Council,
representing Environmental Health,
Planning and Building Control and
Housing and Regeneration meet
weekly at Fire Safety meeting, to
discuss progress with the
remediation of ACM from tall
buildings, this also includes
progress on responses to EWS
survey. Information from the EWS
survey are inputted onto the the
Department for Levelling Up’s
(DfLU) DELTA system and details of
information received are sent to a
Technical Officer in the Building
Control Team for analyses.

For more information contact the Risk Management Team on Ext : 0738 or 4051 Email: risk@towerhamlets.gov.uk

3

5

15

Required Control Measure
Target Date:

Ann Sutcliffe

A Borough That Our Residents Are
Proud Of And Love To Live In.

PLC0013

Required Control Measure
Target Date:
31/03/2022
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Current Risk
Risk Ref

Risks
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Triggers

Consequences

Existing Control_Measures

Action Plans: are not
produced and/or
delivered within
appropriate timescales
Limited current
contractor supplier chain
for scale of identified fire
safety works
Constrained and limited
ability for Tower Hamlets
Homes to complete all the
Fire Risk Assessment
work identified in the
new round of
comprehensive Fire Risk
Assessments
Unable to justify block
prioritisation policy for
programmes of Fire Risk
Assessment works
Leaseholders do not fit
fire rated flat entry doors
(ALL flat entrance doors
in a block will need to be
compliant to achieve
good fire
compartmentalisation and
a 'Tolerable' fire safety
standard)
Fire safety measures are
uncoordinated

orders and publicity
orders
Adverse national media
coverage
Uninsured financial loss
Council perceived as not
having fulfilled statutory
duty to keep local housing
conditions under review

Council Officers are in weekly
contact with the GLA on the
progress of each development’s
individual grant application to
remediate ACM from particular
buildings and this is reported back
to the Fire Safety Meeting.

L

I

Total

Target Risk
Required Control_Measures

L

I

Total

Responsibility

CPT

This has now progressed to EWS
work and applications to the
Department for Levelling Up’s
(DfLU) BSF fund to remediate
materials of concern other than
ACM.
Likewise Officers are in regular
dialogue with DfLU on buildings
which are of concern and also to
discuss various freeholders and
managing agents who are not
communicating well or slow in
responding for information
requests.
Monthly meetings are held with
DfLU and Council officers to monitor
progress on each building of
concern.
Tower Hamlets Housing Forum ,
Council Officers and the London
Fire Brigade have a close working
partnership on resident
consultation.
LBTH Client Management
Fire risk assessments for all
buildings are up to date and FRA as
fire risk assessor UKAS credited.
There are
No building categorised as
substantial or intolerable level of
risk.
All high-rise buildings surveyed in
early 2020 and none has been

For more information contact the Risk Management Team on Ext : 0738 or 4051 Email: risk@towerhamlets.gov.uk

Page 9 of 18
Risk & Controls Progress Report (with Control Target Date)6.rpt

Current Risk
Risk Ref

Risks

Triggers

Consequences

Existing Control_Measures

L

I

Total

Target Risk
Required Control_Measures

L

I

Total

Responsibility

CPT
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identified with High Pressure
Laminate (HPL) or Aluminium
Composite Material ACM cladding.
Cladding on 2 tower blocks (malting
& Brewster), where there were
concerns, has been removed
already.
Joint working with THH in
preparation of the Building Safety
Bill including, a pilot of a building
safety case, ICT preparation, and a
paper which will spell out the roles
and responsibilities including those
of the Accountable Person and the
Building safety Manager is
earmarked for November Cabinet.
A leading fire engineering
consultancy has reviewed all
buildings over 6 storey and
identified those that may present a
greater level of risk. Subject to
approval of LBTH, we will shortly
carryout external wall surveys on
these buildings (by April 2022).
Procurement is underway to
appoint more permanently a fire
engineering consultant to complete
fire strategies, means of escape
reports and external wall surveys
for all other buildings that require
one.
THH regularly communicate with
residents through newsletters and
resident association presentation in
conjunction with the London Fire
Brigade. We also meet with the LFB
on a regular basis.
THH/LBTH capital investment
programme has been reviewed and
refocussed the works programme
to accelerate front door
replacements and make provision
for major works arising from EWS
surveys and Type 4 fire risk
assessments.

For more information contact the Risk Management Team on Ext : 0738 or 4051 Email: risk@towerhamlets.gov.uk
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Current Risk
Risk Ref

Risks

Triggers

Consequences

Existing Control_Measures

L

I

Total

4

12

Target Risk
Required Control_Measures

L

I

Total

Responsibility

2

2

4

Denise Radley

CPT

ASD0038
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There is a risk that the
Council will fail to comply
with its obligations in
relation to the Protection
of Freedoms Act 2012
and therefore failing to
meet the Code of Practice
compiled under that Act
by the Home Office
Surveillance Camera
Commissioner (SCC) for
the operation of video
surveillance systems.
The Council may also fail
to meet the requirements
of the Data Protection Act
2018 related to the use
and management of video
surveillance systems.

A lack of appropriate
governance, policy and
standard operating
procedures.
No asset registers for
surveillance systems.
Out of date or missing
Data Processing Impact
Assessments
No SLAs with major
stakeholders such as the
Police and Transport for
London
A lack of compliance
with agreed governance,
policy and procedures.
An inspection by the
Surevillance Camera
Commissioner.
An inspection by the
Information
Commissioner.
A freedom of information
request.

Financial, legal and
reputational.

Service Actions
Ensure an updated DPIA is in place
for all departmental VSS systems.
Ensure DPIAs are quality assured
by Information & Governance Team
and signed off
Ensure robust information sharing
agreements are in place where
appropriate for all departmental
VSS
Ensure Asset management
registers are maintained.
Ensure DLTs and Directors are
appraised of progress and risks.

3

Improvement Action Plan
Completion
SPP have been commissioned by
the Senior Responsible Officer to
draft an action plan and ensure
we are complaint with the
regulations. SPP will also draft
the Council policies and
procedures. All the client
departments such as Parks, FM,
Parking and CCTV will need to
ensure that they implement the
action plan, policies and
procedures. The action plan will
be monitored by the Information
Governance Board. Each client
department to nominate a lead, a
Single Point of Contact (SPOC)
who will be responsible for all
operational matters relating to
surveillance cameras and they
will act as the main contact point
for anything related to
surveillance camera systems.
They SPOCs will support the SRO
regarding compliance with
Protection of Freedoms Act.
Ann Corbett

A Dynamic Outcomes-Based
Council Using Digital Innovation
And Partnership Working To

THH report progress on major
works projects as well as more
broadly on compliance at regular
liaison meetings with the LBTH
client team.
Fire Safety is also regularly
discussed at QSM and the Mayor’s
Housing meeting
A monthly compliance dashboard is
in place that covers a wide range
of compliance related KPIs including
those relevant to fire.

Required Control Measure
Target Date:
31/03/2022
Service Actions

For more information contact the Risk Management Team on Ext : 0738 or 4051 Email: risk@towerhamlets.gov.uk
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Current Risk
Risk Ref

Risks

Triggers

Consequences

Existing Control_Measures

L

I

Total

Target Risk
Required Control_Measures

L

I

Total

Responsibility

CPT

Ensure an updated DPIA is in
place for all departmental VSS
systems.
Ensure DPIAs are quality assured
by Information & Governance
Team and signed off
Ensure robust information sharing
agreements are in place where
appropriate for all departmental
VSS
Ensure Asset management
registers are maintained.
Ensure DLTs and Directors are
appraised of progress and risks.
Peter Allnutt
Required Control Measure
Target Date:
31/12/2021
Service Actions

Page 32

Ensure an updated DPIA is in
place for all departmental VSS
systems.
Ensure DPIAs are quality assured
by Information & Governance
Team and signed off
Ensure robust information sharing
agreements are in place where
appropriate for all departmental
VSS
Ensure Asset management
registers are maintained.
Ensure DLTs and Directors are
appraised of progress and risks.
Michael Darby
Required Control Measure
Target Date:
31/12/2021
Service Actions

Ensure an updated DPIA is in
place for all departmental VSS
systems.
Ensure DPIAs are quality assured
by Information & Governance
Team and signed off

For more information contact the Risk Management Team on Ext : 0738 or 4051 Email: risk@towerhamlets.gov.uk

Page 12 of 18
Risk & Controls Progress Report (with Control Target Date)6.rpt

Current Risk
Risk Ref

Risks

Triggers

Consequences

Existing Control_Measures

L

I

Total

Target Risk
Required Control_Measures

L

I

Total

Responsibility

CPT

Ensure robust information sharing
agreements are in place where
appropriate for all departmental
VSS
Ensure Asset management
registers are maintained.
Ensure DLTs and Directors are
appraised of progress and risks.
Chris Smith
Required Control Measure
Target Date:
31/12/2021
Service Actions

Page 33

Ensure an updated DPIA is in
place for all departmental VSS
systems.
Ensure DPIAs are quality assured
by Information & Governance
Team and signed off
Ensure robust information sharing
agreements are in place where
appropriate for all departmental
VSS
Ensure Asset management
registers are maintained.
Ensure DLTs and Directors are
appraised of progress and risks.
Sam Brown
Required Control Measure
Target Date:
31/03/2022
Service Actions

Ensure an updated DPIA is in
place for all departmental VSS
systems.
Ensure DPIAs are quality assured
by Information & Governance
Team and signed off
Ensure robust information sharing
agreements are in place where
appropriate for all departmental
VSS
Ensure Asset management
registers are maintained.
Ensure DLTs and Directors are

For more information contact the Risk Management Team on Ext : 0738 or 4051 Email: risk@towerhamlets.gov.uk
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Current Risk
Risk Ref

Risks

Triggers

Consequences

Existing Control_Measures

L

I

Total

Target Risk
Required Control_Measures

L

I

Total

3

3

9

Responsibility

CPT

appraised of progress and risks.
Raj Chand

COVID000
1

Risk to essential service
delivery, the workforce
and public safety as a
result of the coronavirus
and variants of concern.

Third wave of the virus
and/or new variants.
Vaccines are ineffective
against new strains.
Vaccine take up is low.
Increase in infection
rates.
National or local
restrictions on movement
and/or social contract
are re-introduced.

Death of members of the
public, service users and
staff. NHS and hospitals
unable to cater for
increase in population
requiring hospitalisation
and intensive care.
Collapse or significant
reduction in public
services including local
government, significant
down turn in the
economy.

Page 34

Local Outbreak Management Plan
The Council has prepared and
successfully implemented a local
outbreak management plan
(surveillance, testing, vaccination,
prevention & outbreak management,
equalities, communication &
engagement) as well as clear and
robust governance made up of CLT
Gold, Health Protection Board and
Local Engagement Board and
workstream groups, effective
community mobilisation, visible
professional and political
leadership, data flow from national
system, collaboration with London
Coronavirus Response Cell and
North East London Incident
Management Team, and a
communications plan. Separate
Gold and Silver risk registers are in
operation to ensure there is focus
on risks and related to the pandemic
and their successful mitigation.
Stepped up Response
In response to the Omicron variant
and increased infection rates, the
Council stepped up its local
outbreak management plan to
manage and mitigate the situation,
including the GOLD meetings. This
included staff working from home
whenever possible/practical,
requesting two mobile testing units
to be added to capacity, providing
lateral flow tests across the
borough in addition to community
pharmacy provision and home test
kits that could be ordered thought
the national system. There was an

For more information contact the Risk Management Team on Ext : 0738 or 4051 Email: risk@towerhamlets.gov.uk

3

4

12

Ongoing Monitoring
CLT and Public Health will
continue to monitor the situation
and closely and step up the
Councils response as and when
required.
Denise Radley
Required Control Measure
Target Date:
30/09/2022

Will Tuckley

A Borough That Our Residents Are
Proud Of And Love To Live In.

Required Control Measure
Target Date:
31/05/2022
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Current Risk
Risk Ref

Risks

Triggers

Consequences

Existing Control_Measures

L

I

Total

4

12

Target Risk
Required Control_Measures

L

I

Total

Responsibility

3

4

12

Will Tuckley

2

3

6

Ann Sutcliffe

CPT
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PLC0023

There is a risk the Council
will be unable to deliver
critical and essential
services.

Industrial dispute
Pandemic Flu or similar
widespread
infections/diseases.
Natural disasters (fire,
flood etc)
Failure of critical third
party provided services.
Loss of regional
infrastructure e.g. utilities

Failure to deliver critical
services
Death of serious injury
e.g. to staff, members of
the public or service
users
Failure to comply with
statutory duties or other
legal responsibilities
Financial loss

A fully functioning and embedded
Business Continuity Framework
The Corporate Leadership Team
has adopted a business continuity
policy and civil contingencies
arrangements. The development &
maintenance of these arrangements
is managed through the Civil
Contingencies Board which is
chaired by Denise Radley. The CCB
meeting quarterly and more
frequently when required. In
2019/20, new business continuity
software (Clearview) to support
directorates and services to
manage key risks was implemented.

3

Failure to prepare and
take action in relation to
the proposed Building
Safety Bill

Lack of leadership

Potential Injury or death of
residents

Research, Legal Advice and
Monitoring
Key officers are involved in
researching the implications of the
bill

3

Insufficient resources
Poor understanding of
the requirements and
consequences
Passage of the bill is
faster than anticipated

Criminal and/or civil
litigation for the Council
and/or individual senior
leadership
Delays in construction
Regulatory breaches
Financial penalties
Poor building safety
Reputational damage

Legal advice has been sought
LBTH/THH Building Safety Bill Group
monthly meetings to monitor impact
and progress
Liaise with London wide forums
and Federation of ALMOS on
implementation
Obtain Human Resources advice
when required.

For more information contact the Risk Management Team on Ext : 0738 or 4051 Email: risk@towerhamlets.gov.uk

Required Control Measure
Target Date:

4

12

Key actions
a.
Develop appropriate
Resident Engagement Strategies
and inform tenants and
leaseholders about the Bill.
In Progress: LBTH has updated
their fire safety webpage with a
link to the Building Safety Bill. The
LBTH Building Safety Bill web
page went live in Dec 21. THH
will start publishing
communications regarding the Bill
prior to the Bill receiving Royal
Assent. In Oct 21 the
Government published a
"residents voice" factsheet
which provides an overview of
what should be included in the
resident engagement strategy.

A Borough That Our Residents Are
Proud Of And Love To Live In.

ORG0026

A Dynamic Outcomes-Based
Council Using Digital Innovation
And Partnership Working To

ongoing communications and
engagement programme particularly
working with groups that were
disproportionately impacted by the
pandemic and are at particularly
high risk.
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Current Risk
Risk Ref

Risks

Triggers

Consequences

Existing Control_Measures

L

I

Total

Target Risk
Required Control_Measures

L

I

Total

Responsibility

CPT

b.
Communicate the likely
impact of the Bill to Members, CLT
and DLT.
Complete but ongoing:
Presentations have been made to
CLT, DLT and discussion with
members have taken place.
Conversations will continue as
the Bill passes through Parliament
with updates being shared with
the relevant people/groups.

Page 36

c.
Working with LBTH, Legal
Services, CLT and Members to
examine the responsibilities linked
to the Bill.
In progress:
Presentations/discussion are
taking place, taking into
consideration the changes from
the draft Bill to the Bill that was
published on 5 July 2 and
factsheets published in Oct 21.
d.
Calculate the additional
resources required to comply
with the Bill when enacted
Complete: THH and LBTH have
submitted separate growth
proposals (a growth proposal for
the Building Safety Manager roles
and a proposal for LBTH Building
Safety Lead and ICT support)
which outlines the budget
requirements to fund the new
building safety posts.
e.
Consider appointing a
building safety lead in the council
to undertake the assurance work
needed for the council to carry
out its Accountable Body role.
In Progress: The Building Safety
Lead vacancy will be promoted
on the Council vacancies

For more information contact the Risk Management Team on Ext : 0738 or 4051 Email: risk@towerhamlets.gov.uk
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Current Risk
Risk Ref

Risks

Triggers

Consequences

Existing Control_Measures

L

I

Total

Target Risk
Required Control_Measures

L

I

Total

Responsibility

CPT

webpage and in various
publications by 24 January 22.
The appointee will be responsible
for the preparations for the
building safety regime. Once the
Bill has received Royal Assent
the Building Safety Lead will
oversee THH as Building Safety
Manager, ensuring the Council is
compliant with the new building
safety regime and reviewing all
statutory returns before
submission to the Building Safety
Regulator. They will be the
named person FAO of the
Building Safety Regulator on
behalf of the Council, as the
Accountable Person (as an
entity).

Page 37

f.
Consider appointing a
specialist advisor for support
with the Building Safety Case
reviews.
In progress: The BS Lead will be
able to assist with the
development of the building
safety cases. THH is also
procuring Adelard to assist with
developing the building safety
case template, provide licences
and training to use their IT system
and support for a period.
g.
The Council’s Building Safety
Bill guidance will be updated
regularly by Counsel.
In progress: Bevan Brittan has
provided updated advice since
the release of the Building Safety
Bill on 5 July 21. A comparison to
the draft bill has been provided.
Bevan Brittan is also providing
clarification since the
Government factsheets related to

For more information contact the Risk Management Team on Ext : 0738 or 4051 Email: risk@towerhamlets.gov.uk
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Current Risk
Risk Ref

Risks

Triggers

Consequences

Existing Control_Measures

L

I

Total

Target Risk
Required Control_Measures

L

I

Total

Responsibility

CPT

the Bill were published in Oct
2021.
h.
Potentially review existing
contracts to ensure they comply
with the Bill’s requirements.
In progress: LBTH Legal has
been asked to carry out the
review.
i.
Investigating digital storage
methods to maintain the “Golden
Thread of information”.
In progress: Initial ICT
requirements have been identified
to the IT Project Board (ITPB).
The ITPB will make
recommendations on progressing
the investigations.

Page 38

j.
Seek Cabinet approval.
In progress: A Shadow Building
Safety Framework report was
approved by Cabinet on 27/11/21.
Approval included progressing
appointing to the Building Safety
Lead role, appointing THH as
interim Building Safety Manager
and make necessary changes to
the constitution where
necessary. Once the Building
Safety Act is fully implemented
(potentially towards the end of
2023) a follow-up Cabinet report
will be submitted outlining any
changes required to the
approved framework.
Karen Swift
Required Control Measure
Target Date:
03/04/2022

For more information contact the Risk Management Team on Ext : 0738 or 4051 Email: risk@towerhamlets.gov.uk
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Tower Hamlets
14 March 2022
Attachment 3

Detailed Risk Report (incl Control Measure Target Date)
Current Risk
Risk Ref

Risks

Triggers

Consequences

ICT0080

Supply-chain issues (for
example with computer
chips) could lead to
delays in receiving goods
ordered
Examples being network
hardware in the NTH,
monitors, laptops etc.

Delivery dates beyond
the project plans.
Step change in demand
that pressures the need
for additional equipment
i.e. back to business
initiative

Non-availability of
network at NTH,
non-availability of AV kit
for NTH
Lack of suitable
equipment for new
starters
Not the full complement
of equipment on desks in
readiness for the return
to offices

Existing Control_Measures

L
5

I

Total

5

25

Target Risk
Required Control_Measures
Alternative approach to
established supply chain

L

I

Total

2

2

4

Responsibility

CPT

Adrian Gorst

Review the expected delivery
dates, formulate alternative plans.
Identify alternative suppliers
Melanie Rose
Required Control Measure
Target Date:
31/05/2022
Forward planning for demand

Page 39

Work with relevant areas to
identify a forward plan of
requirements.
Understand attrition rates for
equipment; losses, breakages,
non-returns for example with
laptops
Maintain requisite stock levels
Adam Evans
Required Control Measure
Target Date:
31/05/2022
Agile procurement

Work with procurement to apply
the most appropriate procurement
approach based on availability
Melanie Rose
Required Control Measure
Target Date:
31/05/2022

For more information contact the Risk Management Team on Ext : 0738 or 4051 Email: risk@towerhamlets.gov.uk
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Current Risk
Risks

Triggers

Consequences

Existing Control_Measures

RS0056

The Council may
significantly overspend
its budget, fail to deliver
savings and continue to
rely on dwindling
reserves. As of January
2021 we have a
balanced position
forecast for 2021/22,
albeit utilising significant
one off COVID funding to
achieve this. A balanced
budget has been set for
2022/23, with a single
year budget set in March
2022, and the Council will
review its medium-term
funding position in the
22/23 financial year.

COVID-19 Virus outbreak
and associated increase
in costs.
Loss of income in
particular council tax,
business rates and
leisure events.
Poor budget management
Failure to deliver savings

Significant financial
losses, overspent
budgets, further drawn
down on reserves.

Financial Measures
CLT and SLT have prepared
savings proposals to deliver
savings across 9 themes which
were presented Members for their
agreement:

The IT service is unable
to maintain or recover
essential services
following an incident or
event.

- Hardware failure
- Software failure
- Connectivity failure
- Environment failure
(power, aircon)
- Physical failure (fire,
flood, theft)
- Service failure (cloud
provider)
- Provider failure
(business disruption or
failure)

Page 40

Risk Ref

ICT0076

L
5

I

Total

4

20

For more information contact the Risk Management Team on Ext : 0738 or 4051 Email: risk@towerhamlets.gov.uk

Monitoring and Control

L

I

Total

Responsibility

4

3

12

Nisar Visram

1

4

4

Melanie Rose

CPT

Continual focus on budget
management. Closely tracking
delivery of savings and
identifying alternatives if
proposals become undeliverable.
Regular budget reporting to CLT,
Portfolio Leads, MAB and
Cabinet.
Allister Bannin

1. New ways of working from the
pandemic
2. Managing demand by enabling
people to help themselves
3. Streamlining our back office
4. Greater use of community assets
5. Digital
6. Buildings
7. Non- statutory services
8. Joining up services
9. Headcount reductions
Financial Actions
Increased focus on budget
management. Budget Managers
Handbook Issued. All budget
managers directed by CLT to remain
in budget. High risk budgets
reviewed by the Corporate Director
Resources or the Divisional Director
of Finance, Procurement and Audit.
Redoubled efforts to deliver
previously agreed savings
proposals.
- Degradation or
interruption to public
services delivered by the
council impacting citizens
- Inability to meet
statutory, regulatory and
contractual obligations
- Reputational harm
- Colleagues unable to
work, time and money
wasted
- Colleagues need to
repeat or catch up on

Target Risk
Required Control_Measures

Required Control Measure
Target Date:
31/03/2023

4

4

16

New policies, procedures,
guidelines and audit points
covering IT backup/restore,
disaster recovery and BCP.
- New policies, procedures,
guidelines and audit points
covering IT backup/restore,
disaster recovery, business
continuity and resilience covering
all IT applications and services.
- Achievable RTCs and RTOs
being loaded onto Clearview review underway
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Current Risk
Risk Ref

Risks

Triggers

Consequences

Existing Control_Measures

L

I

Total

missed or lost work time
and money wasted
- Loss of morale

Target Risk
Required Control_Measures

L

I

Total

2

2

4

Responsibility

CPT

- IT Disaster Recovery guidance
review underway
- Register of applications and
services updated to include IT
backup/restore, disaster
recovery, business continuity
and resilience covering all IT
applications and services.
- Technical solutions to implement
policy and procedure
- Test plan to ensure technical
solutions perform as designed
and meet requirements set out in
policy and procedure.
Melanie Rose
Required Control Measure
Target Date:
30/06/2022

Review of control measures in
place cyclically.

Page 41

The impact of control measures
will be reviewed to gauge how
effective they have been and
whether additional work is
needed.
Melanie Rose
Required Control Measure
Target Date:
30/09/2022

There is a risk that the
statement of accounts
will received a qualified
opinion for 2020-21.

External audit of the
statement of accounts
and the subsequent
findings/outcome.

Qualified opinion on
statement of accounts.
Reputational damage to
the Council.

4

4

16

Improvement Plan
An extensive improvement plan is
in place and being actively
delivered and monitored.
Progress will be reported to CLT
and the Audit Committee.
Ahsan Khan
Required Control Measure
Target Date:
30/09/2022

For more information contact the Risk Management Team on Ext : 0738 or 4051 Email: risk@towerhamlets.gov.uk

Nisar Visram
A Dynamic Outcomes-Based
Council Using Digital Innovation
And Partnership Working To

RSB0023
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RSBR0007 A significant reduction in
the councils income
across all income
streams due to
COVID-19 and economic
downturn as a result of
government initiatives
coming to and end,
businesses not opening,
and further spikes in
infections.

Page 42
ICT0071

Failure to ensure IT risks
are within the scope of
council-wide risk
management and internal
control frameworks in the
following areas;
- ICT availability and
continuity risk
- ICT security risk
- ICT change risk
- ICT data integrity risk
- ICT outsourcing risk

Triggers

Consequences

COVID - temporary shut
down of all collection
and enforcement
processes.
Government funding
coming to an end for
furloughing schemes.
Fees and charges not
being raised.
Decreased revenues
and changes in demand
for business premises businesses moving out
of Canary Wharf leading
to a reduction in
business rates,
Landlords not being able
to let large assessments
and stripping them out
which reduces the RV to
Zero producing no yield.
Office accommodation
potentially being exempt.
Local economy slow to
restart, businesses
failing

Significant loss of income
for all income areas
across the council
Financial Pressure on the
Councils finances

Changes to technology
and interdependent
software on various
applications used within
the Council.

- Loss of revenue.
- Reputational damage.
- Disruption to services.

Existing Control_Measures

L
4

I

Total

4

16

Target Risk
Required Control_Measures
Monitor losses in RV due to Zero
RV's being given to large
assessments by the Valuation
Office Agency

L

I

Total

Responsibility

3

2

6

Roger Jones

2

4

8

Melanie Rose

CPT

Reducing RV's to zero have seen
rating income impacted
significantly with landlords
choosing to carry out significant
structural alterations while new
tenants cannot be found.
Consider whether further funds
need to be set aside to increase
provisions to cover the loss in
income
Collection Rates are monitored
weekly
Data collected and reported
monthly on estimated losses
Data is collected monthly and
monitored and reflected in
estimates of losses
Growth targets for both Council
Tax base and ratebase are
monitored monthly
Roger Jones
Required Control Measure
Target Date:
07/04/2022

Recruit and restructure to support
the managed of ICT risk and
governance
- Restructure IT Office (now IT
Service Management) to support
the IT service areas during and then
after it's Transformation
- Recruit an IT Governance & Risk
Manager
- Recruit an IT Asset & Licensing
Coordinator
- Recruit Service Delivery Manager

For more information contact the Risk Management Team on Ext : 0738 or 4051 Email: risk@towerhamlets.gov.uk

3

4

12

Scheduled and targeted review
of:
- ICT risk management policy,
processes and risk tolerance
thresholds
- Organisational management and
oversight framework
- Internal audit coverage and
findings
- ICT risk controls that are
specific for the identified material
ICT risk.
- How current the Information
Asset Register is kept

A Dynamic Outcomes-Based
Council Using Digital Innovation
And Partnership Working To

Risks

A Dynamic Outcomes-Based
Council Using Digital Innovation
And Partnership Working To

Current Risk
Risk Ref
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Current Risk
Risk Ref

Risks

Triggers

Consequences

Existing Control_Measures

L

I

Total

Target Risk
Required Control_Measures

L

I

Total

2

4

8

Responsibility

CPT

Adam Evans
Required Control Measure
Target Date:
31/03/2022

ICT0073

Failure to deliver the
business as usual IT
service the council relies
on to deliver public
services.

Page 43

- Technical failures
including hardware and
software failures and
service deficiencies
- Lack of understanding
of how the complicated
environment works
leading to errors and
omissions
- Insufficient
documentation leading to
errors and omissions
- Insufficient capacity
and/or capability
- Supplier disputes
- Supplier failure insolvency, financial
pressures, litigation,
takeover etc.
- Cyber security
incidents are
accommodated in
SP0017 and managed by
Information Security

- Sudden loss of access
to one or more business
critical IT services or a
serious degradation to
one or more services and
therefore impacting
citizens
- Potential loss of data
and loss of control over
that data.
- Inability to meet
statutory, regulatory and
contractual obligations
- Reputational harm
- Colleagues unable to
work - time and money
wasted
- Colleagues need to
repeat or catch-up on
missed or lost work - time
and money wasted
- Loss of morale

Progress on delivery of reliable ICT
- Future controls (the existing ones
are too detailed for a high level risk)
- Commodity contracts with
specialist providers
- Enhanced service integration
function in house
- Enhanced documentation including
registers of key information with
specific named owners
- Implementation of service
management disciplines
Existing Control Measures
- Replacement of legacy technology
- Continual Service Improvement
Plan
- Monthly Operations Meeting
- Commercial board
- Frequent engagement with new
strategic partners
- Escalation routes with new
strategic partners
- Maintain list of alternative vendors
for IT services
- Maintain list of vendors for
delivered IT Services
- Regular review of vendor risk

3

4

12

Review of control measures in
place

Adrian Gorst

The impact of control measures
will be reviewed to gauge how
effective they have been and
whether additional work is
needed - SMART
Adrian Gorst
Required Control Measure
Target Date:
31/03/2022

Promote the importance of
service Business Continuity plans
Recent events had underlines
that Services need to to have
robust BC plans in place and
loaded into ClearView.
The reliance on IT, once failed, to
come back up should not to be
supported.
IT will with Civil Contingencies to
promote this approach and refine
DR processes as well as comms
in such events
HoS to challenge in the meetings
a template that showing the
importance of BC - micro action
plan on core systems being
down, presntation - who needs .
Asseat the end as to hiow
sucessfuk this has been DMEING
Cycle
Adrian Gorst
Required Control Measure
Target Date:
30/06/2022

For more information contact the Risk Management Team on Ext : 0738 or 4051 Email: risk@towerhamlets.gov.uk
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Risks

Triggers

Consequences

RM0012

Unable to deliver an
effective internal audit
service.

Unable to recruit and
retain sufficient and
capable internal auditors.
Unable to source an
external delivery partner.

Audit objectives and
priorities not met.
Unable to provide an
Annual Audit Opinion or
complete AGS.
Failure to adhere to Public
Sector Internal Audit
Standards.
Failure to adhere to
Accounts and Audit
Regulations 2015.

Existing Control_Measures

L
3

I

Total

3

9

Target Risk
Required Control_Measures
Recruiting to vacancies and
Contracting with Co-sourcing
Provider

L

I

Total

Responsibility

2

2

4

Paul Rock

1

3

3

Raj Chand

CPT

A Dynamic Outcomes-Based
Council Using Digital Innovation
And Partnership Working To

Current Risk
Risk Ref

The service currently has two
vacancies (Senior Internal Auditor
and Internal Auditor) recruitment
will begin in the new financial
year (22/23). In addition a new
contract for an internal audit
delivery partner needs to be
procured. Work has begun on the
specification and it is anticipated
an appointment will be made by
the 30 June 2022.
Paul Rock
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CS0008

Our move to offer more
services digitally, and to
make this our default
customer channel will
exclude some residents
impacting on their ability
to access council
services and the
council’s reputation

1.As we redesign
service pathways,
services may not
adequately consider
how they will meet the
needs of those without
digital access or skills
2. Disruption to the digital
hub offer (eg closure
due to more waves of
covid) may mean that
those who use the public
network to access
council services may not
be able to access them

A small number of
residents (by nature
possibly some of our
most disadvantaged) may
not be able to access
council services

Service Design
We are working with services to
ensure they include those without
digital access in their designs.
Furthermore we have developed a
'template' approach that will help
them think through all the issues
they need to in order to put a
service on line. For example, "How
will you support residents who
have no digital access?" is one of
the things they will be asked to
specify.

For more information contact the Risk Management Team on Ext : 0738 or 4051 Email: risk@towerhamlets.gov.uk

4

2

8

Emergency Telephony
During any closure of the Digital
Hubs or Idea Stores we will
redeploy staff to telephones so
that we are able to deal with
increased calls related to the
pandemic.
Sergio Dogliani
Required Control Measure
Target Date:
30/06/2022

A Dynamic Outcomes-Based
Council Using Digital Innovation
And Partnership Working To

Required Control Measure
Target Date:
30/06/2022
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Triggers

Consequences

Existing Control_Measures

ICT0070

Failure to deliver ICT
change/transformation Change Management is
not managed and
controlled, responsibilities
are not defined etc.
Failure to deliver effective
and appropriate ICT
change/transformation in
a timely manner which
ends up hindering
progress leading to
dissatisfaction.

- Insufficient funding to
meet agreed demand for
IT change/transformation
- Some of the change
work has been
postponed or staggered
due to lockdown and
Covid-19. Priority is to
deliver BAU IT service
and EUC (End user
computing), particularly
rollout out of laptops with
O365
- Insufficient capacity to
meet agreed demand for
IT change/transformation
and sustain it. Unable to
secure necessary
people to deliver and
sustain technical and
organisational change.
- Insufficient capability to
meeting agreed demand
for IT change
- Resource, difficulties in
recruiting and retaining
both perm and agency
project management
staff will lead to delays
in project delivery and
therefore realisation of
benefits. Included in this
risk is project
management resource
sourced via partners.
- Availability of technical
resource to work on
projects is limited, and it
is extremely challenging
to bring in staff to
back-fill or work directly
on projects.
- New technology does
not work as anticipated

- Inability of wider council
to sustain services
- Failure to deliver ICT for
the civic centre move.
- Failure to provide
requisite services.
- Failure to obtain the full
benefits from the
investment in new
hardware/software.
- Misallocation of scarce
resources.
- Diminished reputation of
the IT Service
- Inability to deliver IT
MTFS savings through
service efficiencies
- Inability to delivery
wider council MTFS
savings through service
efficiencies

Monitor Progress & Sustainability
- Business change element of IT
Transformation and Change
recognised and established Digital
Portfolio Board established to
provide governance, receives
monthly reports.
- Oversight by CLT Transformation
Board.
- Monitor progress on IT
transformation through IT Portfolio
Management,
- RAG ratings defined and
consistently applied
- IT management of IT projects.
- Business change with IT portfolio
team
Funding and benefits
Benefits realisation - did the project
achieve what it set out to do
Benefits should be publicised in all
Comms including Yammer
Request More funding
Benefits realization in PM toolkit
Failure to obtain decisions
- Establish robust and agreed
mechanism to make decisions on
project prioritisation and funding.
Create a forward plan to address
slow decision making
- IT contracts forward plan has
been developed and is being
updated regularly
Controls
- Project managers accountable for
project budgets
- Budget monitoring at project level
- Enhance lesson learned from
projects to improve future
performance undertaken
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Risks

For more information contact the Risk Management Team on Ext : 0738 or 4051 Email: risk@towerhamlets.gov.uk

L
2

I

Total

4

8

Target Risk
Required Control_Measures
Secure People through various
forms
Securing the people needed to
complete our work remains
exceptionally difficult due to
intense competition for technical
skills and we are using direct
recruitment, agency recruitment
and commissioning services and
still struggling. Our Corporate
Director has authorised a review
of agency rates to see if this
attracts more and better
applicants.
"develop a recruitment plan and
check if it works" run - review close.
Adrian Gorst

L

I

Total

1

4

4

Responsibility

CPT

Adrian Gorst
A Dynamic Outcomes-Based
Council Using Digital Innovation
And Partnership Working To

Current Risk
Risk Ref

Required Control Measure
Target Date:
01/04/2022
Establish a Three Year Plan

- Establish a rolling three year
plan to allow time to identify
change activities, agree priority,
secure funding, align capacity
and capability and implement
governance.
Adrian Gorst
Required Control Measure
Target Date:
31/03/2022

Page 7 of 10
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Current Risk
Risk Ref

Risks

Triggers

Consequences

Existing Control_Measures

L

I

Total

Target Risk
Required Control_Measures

L

I

Total

Responsibility

CPT
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or is not adopted by the
organisation
- Slow decision making
and inability to prioritise
IT change activities
through governance
processes
- Inability to stabilise
prioritisation through to
delivery, projects that
have been prioritised are
constrained by
willingness and
availability of
stakeholders to engage
with projects - another
capacity issue.
- Changes in the wider
environment result in
benefits not being
achieved
- Project deficiencies
result in the anticipated
benefits not being
achieved
- Relationship with
providers
- Achievement of MTFS
savings, challenging
timelines are being set
without full consultation
with project delivery,
uncoordinated approach
to savings proposals
which will lead to
savings not being
achieved as envisioned.

For more information contact the Risk Management Team on Ext : 0738 or 4051 Email: risk@towerhamlets.gov.uk
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Risks

Triggers

Consequences

Existing Control_Measures

REV0013

Failure to comply with the
new General Data
Protection regulations.

Data security
compliance.
Right to be forgotten etc.

Large fines for non
compliance

Monitor Progress on deletion of
data
We must remove data in line with
our data retention policies and in
line with GDPR principles

L
2

I

Total

4

8

Target Risk
Required Control_Measures
Agree funding and purchase of
modules
Revenues has started to carry
out the deletion on old records
but we need to agree how we
approach this for Northgate for
benefits and Housing and funding
to carryout the process
Roger Jones
Required Control Measure
Target Date:
30/06/2022

L

I

Total

1

2

2

Responsibility

CPT

Roger Jones
A Dynamic Outcomes-Based
Council Using Digital Innovation
And Partnership Working To

Current Risk
Risk Ref
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For more information contact the Risk Management Team on Ext : 0738 or 4051 Email: risk@towerhamlets.gov.uk
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Triggers

Consequences

RS0061

Office accommodation
has largely been left out
of any business rates
reliefs during 2020/2021
and
Businesses/MHCLG/VOA
/Rating Agents are is
discussion to try and
achieve a reduction in
rateable values through
the Material Change in
Circumstances provisions
(MCC). This was
reported by the BBC as a
25% reduction although
there has been no
communication from
central government to
confirm this.
There has also been no
clear guidance from
central government
regarding the Expanded
Retail Scheme under
which we currently
receive over £100m and
whether this will continue
into 2021/2022. If it does
not it is likely that that will
further MCC appeals for
Retail, Hospitality and
Leisure businesses.
There is a 75%
compensation scheme in
place for losses in the
current year but it is not
clear whether this will
continue into 2021/2022.
All of the above make it
extremely difficult to
know what to do for the
NNDR1 return and how to
estimate the impact on the
councils income for
2021/2022

A reduction in rateable
values of 25% (or more)
for offices.
Retail Hospitality and
Leisure could follow if
reliefs are not extended
into 2021/2022

Using the VOA SCAT
codes for offices codes:
CO, COC, COO, COS and
COW:
Total RV: £604,112,975
No. of props: 6531.
We currently receive
over £100m in Retail
Hospitality and Leisure
Relieve which could be
lost
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Risks

Existing Control_Measures

For more information contact the Risk Management Team on Ext : 0738 or 4051 Email: risk@towerhamlets.gov.uk

L
2

I

Total

4

8

Target Risk
Required Control_Measures
Allocating new CARF to business
ratepayers
The Government have introduced
the new Covid Additional Relief
Fund (CARF) to provide rate relief
to businesses that not had
access to the Extended Retail
Relief. The fund for LBTH is £26m
and work is underway to design
the scheme and work with
software suppliers to allocate
these funds ASAP.
Provision for MCC appeals have
now been taken out of the
provisions and released back into
the collection fund and appeals
on MCC grounds as a result of
Covid will not be allowed.
Roger Jones

L

I

Total

2

2

4

Responsibility

CPT

Roger Jones
A Dynamic Outcomes-Based
Council Using Digital Innovation
And Partnership Working To

Current Risk
Risk Ref

Required Control Measure
Target Date:
31/03/2022
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Agenda Item 4.2
Non-Executive Report of the:
Audit Committee
Thursday, 24 March 2022
Report of: Kevin Bartle, Interim Corporate Director,
Resources (s.151 Officer)

Classification:
Open (Unrestricted)

Internal Audit & Anti-Fraud Annual Plan 2022/23
Originating Officer(s)
Wards affected

Paul Rock
(All Wards);

Executive Summary
The following report presents the annual Internal Audit and Anti-Fraud Plan for
2022/23 for the Audit Committee’s review and agreement.

Recommendations:
The Audit Committee is recommended to:
1. Agree the Internal Audit and Anti-Fraud plan for 2022/23.
2. Note the current level of internal audit resource and the plans to increase
resources and subsequently the internal audit plan.

1.

REASONS FOR THE DECISIONS

1.1

The Accounts and Audit Regulations 2015 state that a relevant authority
must ensure that it has a sound system of internal control which:




1.2

facilitates the effective exercise of its functions and the achievement
of its aims and objectives;
ensures that the financial and operational management of the
authority is effective; and
includes effective arrangements for the management of risk.

The Audit Committee has responsibility for oversight of the arrangements
for governance, risk management and control and this report assists the
Committee in discharging its responsibilities.
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2.

ALTERNATIVE OPTIONS

2.1

None.

3.

DETAILS OF THE REPORT

Internal Audit and Anti-Fraud Plan 2021/22
3.1

The Public Sector Internal Audit Standards require the Head of Internal Audit
to establish a risk-based plan that sets out the priorities of the internal audit
activity which should be consistent with the Council’s strategies and
outcomes.

3.2

Preparation of the plan began in January 2022 and continued through to
March 2022 when it was presented to CLT for their agreement in principle. In
preparing the plan we:


Consulted with Corporate and Divisional Directors and the Chief
Executive to understand the Council’s current strategies, key business
objectives, the associated risks and assurance requirements.



Considered the Council’s risk maturity and reviewed the Directorate
and Corporate Risk Registers.



Considered national and local risks through research and discussion
with peers.



Considered the outcomes of our previous internal audit and anti-fraud
activity.



Reviewed and updated our audit universe (a record of all auditable
activities).



Considered what other assurance providers (if any) will be inspecting
the Council in the coming year and whether we can place reliance on
their work.



Ensured each assurance or consultancy activity was aligned to the
Council’s priorities, outcomes and whenever possible its risks.

Resources and Limitations
3.3

The plan has been designed around the current and planned level of internal
audit and fraud prevention resources likely to be available over the course of
2022/2023. The internal audit resources are currently below establishment
due to the recent resignation of a Senior Internal Auditor and an inability to
recruit suitably qualified/experienced Internal Auditors. We will attempt to
recruit to the remaining vacancies shortly.

3.4

To manage the reduced resources, the internal audit section of the plan is
split into Priority 1 and Priority 2 audits. We have sufficient capability and
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capacity to deliver Priority 1 audits. The Priority 2 audits will be delivered
when additional resources are sourced including an internal audit delivery
partner (previously BDO) and recruitment to the vacancies (1 Internal Auditors
and 1 Senior Internal Auditor). We are currently progressing a procurement
for a delivery partner via the Council’s procurement process with a view to
offering a three year contract spanning 2022 to 2025. Should we be unable to
source a delivery partner or successfully recruit to the vacancies we will be
unable to deliver the priority 2 audits. This may result in the annual internal
audit opinion being narrower in its scope. We will provide regular updates to
CLT and the Audit Committee on progress with additional resources and
delivery/outcomes from the planned internal audits.
3.5

In addition, the current Head of Internal Audit leaves the Council at the end of
March 2022. An interim Head of Internal Audit has been secured for the next
6 months and the Director of Finance, Procurement and Audit is working with
HR and Penna to recruit a new permanent Head of Internal Audit, Anti-Fraud
and Risk.

3.6

A copy of the proposed audit plan that was reviewed and agreed in principle
by CLT in March 2022 is attached at Appendix B. A summary description of
the risks referenced in the plan is attached at Appendix C.

Recommendation
3.7

The Audit Committee to agree the internal audit and anti-fraud annual plan for
2022-23 and note the currently internal audit resource and plans to increase
resources and subsequently the internal audit plan.

4.

EQUALITIES IMPLICATIONS

4.1

There are no specific statutory equality implications.

5.

OTHER STATUTORY IMPLICATIONS

5.1

Other than the Accounts and Audit Regulations 2015 there are no other
statutory implications.

6.

COMMENTS OF THE CHIEF FINANCE OFFICER

6.1

Other than the requirements on the authority and responsible financial officer
set out in the Accounts and Audit Regulations 2015, there are no direct
financial implications.

7.

COMMENTS OF LEGAL SERVICES

7.1

This report is compliant with the Council’s legal duties in respect of risk and
internal audit as set out in the Accounts and Audit Regulations 2015. It also
demonstrates compliance with the Corporate Director Resources’ statutory
duties under s.151 of the Local Government Act 1972.
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____________________________________
Linked Reports, Appendices and Background Documents
Linked Report
 NONE
Appendices
 Appendix A Draft Internal Audit and Anti Fraud Plan for 2022/23
 Appendix B Summary description of risks referenced in the annual plan
Local Government Act, 1972 Section 100D (As amended)
List of “Background Papers” used in the preparation of this report
 NONE
Officer contact details for documents:
Paul Rock, Head of Internal Audit, Fraud and Risk
Tel: 0207 364 7662 Email: paul.rock@towerhamlets.gov.uk
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Appendix A

London Borough of Tower Hamlets
2022/23 Internal Audit Plan
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Priority 1
Audits

Priority 2
Audits

Total Audit
Days

Corporate and Council-Wide Reviews

75

40

115

Chief Executive’s Office

35

-

35

Resources

135

120

255

Health, Adults and Community

65

50

115

Children and Culture

164

55

219

Place

70

50

120

Tower Hamlets Homes

120

-

120

Provision for Follow-up and Management Requests

75

-

75

Total

739

315

1054

Corporate and Council Wide Reviews
Audit Title

Est.
days
20

Priority

15

1

Acting Up and Honoria
Payments

15

1

This will be a review of the management, control
and approval of acting up and honoraria payments
to staff.

Scheme of publication
(publication required via the
Local Government
Transparency Code)

15

1

Readiness for the New Building
Safety Legislation

15

1

The Council is required to publish key information
and data on its website to ensure that residents
and public can access publishable information in a
transparent and open manner. We will review the
Council’s scheme of publication to provide
assurance that the systems and controls are
sound and secure.
We will review the arrangements and plans for
preparing and implementing the legislative
requirements in order to meet regulatory
requirements for the Council owned buildings
managed by itself and also managed by its
partners e.g. THH. Sound governance around
building safety is a key priority for the Council.

Grant schemes (including a
themed report for all grant
administrators)

Control and Monitoring of DBS

2

Outline scope and rationale

Council priority and/or outcome

We will select a sample of grants administered by
the Council and review how these grants have
been managed and paid over to eligible recipients.
We will use the best practice guidance notes and
produce a themed report for all grant
administrators within the Council.
We will review the Council’s systems and
procedures for managing and monitoring of DBS
checks to ensure that the Council has sound
safeguarding controls in place.

A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough.

Related risk(s)
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A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough
A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough
A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough

A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough.

PLC0023

Audit Title
Attendance Management

Equality Assessments
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Total

Est.
days
20

Priority

15

115

Outline scope and rationale

Council priority and/or outcome

2

This audit will review the systems of control in
place for reporting, recording, monitoring and
managing sickness absences to achieve the
objectives of the Council. We will test compliance
with the procedures at Directorate level.

A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough.

1

The Council’s key policies and procedures are
subject to equality assessments to ensure that the
impact of the new policies and procedures or
changes to these, are assessed and reported in
accordance with the agreed procedures and
protocols. We will review the systems and
controls for carrying out equality assessments.
The Council’s Equality policy sets out a clear
commitment to ensure that equality is at the heart
of everything we do.

People are aspirational,
independent and have equal
access to opportunities.
A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough.

Related risk(s)

Chief Executive’s Office
Audit Title
Monitoring of Local Community
Fund Grants (LCF)

Est.
days
20

15

Total

35
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Signing and sealing documents,
including retention

Priority
1

1

Outline scope and rationale

Council priority and/or outcome

This audit will review the Council’s arrangements
for monitoring LCF grants awarded to voluntary
sector organisations to ensure that the agreed
outcomes and outputs are delivered. Delivering
Council’s priorities through voluntary sector and
third sector partners is a key Council objective and
the Council and its stakeholders would need
assurance that LCF funding for commissioned
services is delivery value for money.

People are aspirational,
independent and have equal
access to opportunities.

We will review systems and procedures for
preparing, signing and sealing of contractual and
other legal documents by the Council.

A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough

A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough.

Related risk(s)

Resources
Audit Title
Finance Improvement Plan and
testing

Financial Systems

Est. Priority Outline scope and rationale
days
20
1
We will support the Finance Improvement Plan
through participating in the board, providing
advice, guidance and challenge when creating and
updating policy and procedures and then testing
how effective and embedded the procedures are in
practice.
60
1
We will carry out audits on key financial systems
including Revenue and Capital Budget
Management and Control, Bank Reconciliations
and Council Tax.

Council priority and/or outcome

Related risk(s)

A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough.

RSB0023

A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough.
A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough

RS0056
RSB0023

20

1

To provide assurance over recruitment and preemployment checks, this will include an
assessment of the adequacy of vetting procedures
and checks on employment history, qualifications
and identity. This is a regular audit as part of the
assurance process. A new IT system has been
implemented which will be tested during this audit.

Housing Benefit quality
assurance systems

15

2

We will review the HB quality assurance system to
provide assurance that the quality control systems
for the are sound and robust.

A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough

Business Support SLA’s delivery
and performance management

20

2

This audit will review the adequacy and soundness
of various services provided by the Business
Support function to provide assurance that service
delivery and performance is controlled and
monitored effectively.

A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough
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Recruitment Controls and PreEmployment Checks

LPGSE0005

Audit Title
NNDR Business Support Grants

IT Contract Management and
Monitoring

Est. Priority Outline scope and rationale
days
20
1
To carry out a post assessment and further
investigations of applications for NNDR business
support grants to ensure that the applicants were
eligible for the grants.

Council priority and/or outcome

Related risk(s)

A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough.

RS0056

2

This audit will test a sample of IT contracts to
ensure that they have been procured in
accordance with procedures and that contract
monitoring arrangements are sound and secure.
Compliance with procurement procedures is a key
part of governance process.

A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough

RS0056

Payments without orders (AP1)

15

2

A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough

RS0056

Member Enquiries

20

2

This audit will review the soundness of controls for
making and approving payments on vouchers
(AP1) where no official orders are raised to
support the payment. The Council’s procedures
allow certain payments to be made via the AP1
process and this audit will provide assurance that
these procedures are complied with.
The objective of this audit is to provide assurance
that systems and controls for managing Members’
Enquiries are sound and secure and achieve the
objectives of the Council.

School budget deficit support and
management

15

2

This audit will review the Local Authority’s
arrangements for the oversight and management
of schools’ budget deficits to ensure that the
schools long term financial planning, management
and repayment of budget deficits are sound and
secure.

A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough
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20

A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough
RS0056

Audit Title

Est.
days
15

Priority

Virtual infrastructure (IT)

15

Total

255

Cloud strategy and operation
(IT)

Outline scope and rationale

Council priority and/or outcome

Related risk(s)

1

This IT audit will review the Council’s Cloud
Strategy to provide assurance that the strategy
achieves the objective of the Council and that the
operation is sound and secure. The specific scope
of the audit will be agreed with the Director of IT.

A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough

ORG0027

2

This audit will provide assurance that remaining
virtual infrastructure is sound and secure. The
scope of the audit will be agreed with the Director
of IT

A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough

ORG0027
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Health, Adults and Community
Audit Title
Adult Social Care financials

CIPFA/SCIE action plan
follow up
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Transition from Children’s to
Adults (Cross directorate with
C&C)

Quality Assurance Systems

Est. Priority Outline scope and rationale
days
20
1
We will review the various financial and payments
aspects of the Adults social care provision to
provide assurance that systems are sound and
secure and that risks are managed well. The
scope will be further discussed with the Director of
Adults Social Care.
20
1
This audit will review the improvement plan from
the CIPFA/SCIE review that was undertaken in
2021/22. The objective is to provide assurance
that the agreed actions are being monitored and
implemented to achieve the objectives of the
Council.
15
2
This will be a review of how effectively children
needing continuing care are seamlessly
transitioned to Adults services. The scope of the
audit will be agreed with the Director of Adults
Social Care.
15
1
To provide assurance over the adequacy and
application of the Quality Assurance Framework
(or equivalent arrangements) in place for adult
social care to ensure that it is consistently applied
and that any findings from quality reviews are
addressed. Quality assurance is a key element of
service improvement in provision of social care to
vulnerable adults. A review of the QA framework
and its application in social care practice will be
beneficial.

Council priority and/or outcome

Related risk(s)

People are aspirational,
independent and have equal
access to opportunities.

RS0056

People are aspirational,
independent and have equal
access to opportunities.

ASD0015

People are aspirational,
independent and have equal
access to opportunities.

People are aspirational,
independent and have equal
access to opportunities.

ASD0015

Audit Title
Management and Monitoring of
Fixed Penalty Notices

Contract Monitoring – Domestic
Violence

Est. Priority Outline scope and rationale
days
20
2
The Council is empowered to issue Fixed Penalty
Notices for enforcements of certain breaches of
law and regulations. This audit will review the
soundness and adequacy of controls for issuing
FPNs and for planning, collecting and monitoring
of income from FPNs.

Council priority and/or outcome

Related risk(s)

A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough

RS0056

2

This will be a review of systems and controls for
monitoring the contract for Domestic Violence to
provide assurance that the contract is delivered
effectively and that performance is monitored and
reported.

People are aspirational,
independent and have equal
access to opportunities

RS0056

Domiciliary care (Advisory)

10

1

We will provide consultancy advice on the controls
and risk management around the procurement of
the new contract for Domiciliary Care.

People are aspirational,
independent and have equal
access to opportunities

RS0056

Total

115
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15

Children’s and Culture
Audit Title
Holiday Playschemes

Pre-payment cards and cash
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Supporting Stronger Families
Grant

Children’s Safeguarding
Partnership – Monitoring of
Action Plans

Est.
days
15

Priority
1

15

1

20

1

15

2

Outline scope and rationale

Council priority and/or outcome

Related risk(s)

This audit will review the Council’s offer of Holiday
Playschemes to provide assurance that the
planning, assessing and managing the scheme
achieves Council objectives. We will assess how
fees and charges are assessed and the system
for maximising and collecting fees and charges.
This audit will review the controls over petty cash
management in Children’s Social Care to provide
assurance that payment by means of petty reimbursements are phased out and use of prepayment cards is maximised.

A borough that our residents
are proud of and love to live in

RS0056

This will be grant certification audit, involving
detailed testing of a sample of cases to ensure
that the required outcomes for the families have
been delivered.

A borough that our residents
are proud of and love to live in

This audit will provide assurance that the action
/improvement plans from serious case reviews by
the Children’s Safeguarding Partnership Board
are reviewed and monitored to ensure that the
agreed actions by the LA and its partners are
implemented and embedded.

People are aspirational,
independent and have equal
access to opportunities.
A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough

People are aspirational,
independent and have equal
access to opportunities
People are aspirational,
independent and have equal
access to opportunities.
A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough

RS0056

RS0056

People are aspirational,
independent and have equal
access to opportunities.

CSD0016

Audit Title
Schools Probity Audit

Educational Psychologists
Service Review

Est.
days
100

15

Priority
1

2

Page 63
SEND Improvement Plan

15

2

Outline scope and rationale

Council priority and/or outcome

Related risk(s)

A selection of schools will be visited to carry out a
programmed audit of schools. The audit will cover
areas of Leadership and Governance; Budget
Management; Procurement; Income and
Expenditure controls; Payroll and Personnel;
Asset Management; and other key areas. This is
part of the LAs statutory responsibility to carry out
a cyclical audit of maintained schools.

A borough that our residents
are proud of and love to live in

RS0056

This will be a service review to provide assurance
that the provision of the service is planned,
controlled and monitored to achieve the objectives
of the Council. The scope of the audit will be
agreed with the Director – Education.

People are aspirational,
independent and have equal
access to opportunities.

This audit will provide assurance that the
improvement plan from SEND inspection last year
is monitored and controlled and that the agreed
actions are progressed and implemented.

People are aspirational,
independent and have equal
access to opportunities.

People are aspirational,
independent and have equal
access to opportunities.

A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough

A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough

King George Field’s Trust -

10

2

This will be a review of the governance

A dynamic, outcomes-based

CSD0016

Audit Title

Est.
days

Priority

governance (Q4)

Brady Centre Establishment Visit

Outline scope and rationale

Council priority and/or outcome

arrangements for the charitable trust to provide
assurance that the organisation runs as a
standalone entity and that its financial and
operational management arrangements are
clearly separated from the Council.

council using digital innovation
and partnership working to
respond to the changing needs
of our borough

Related risk(s)

1

This will be an establishment visit to Brady Centre
to review the local systems and procedures
relating to booking of events, income collection,
purchases, payments, asset management, H&S
and other activities.

A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough

RS0056

Eve Armsby Family Centre

7

1

This will be an establishment visit to the Family
Centre to review the systems and procedures for
planning and delivering various activities to
ensure that Council objectives are achieved in
running the centre.

People are aspirational,
independent and have equal
access to opportunities

RS0056

Total

219
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7

Place
Audit Title

Est.
days
20

Priority

Passenger Transport Services

20

2

Planning and Building Control
Fees and Charges

15

Contract management and
monitoring (sample of Place
contracts)

Regeneration projects

Homelessness Assessments
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Outline scope and rationale

Council priority and/or outcome

This audit will provide assurance that the systems
and controls for homelessness assessments are
sound and secure and meet statutory and
regulatory requirements and achieve Council’s
priorities and objectives.
This audit will provide assurance that the
planning, control and monitoring of the Council’s
passenger transport service is sound and secure
and meet the objectives of the Council.

A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough.
A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough

2

We will review and test that planning and building
control fees and charges are set, collected,
banked, accounted for and monitored effectively.

A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough

RS0056

20

1

A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough

RS0056

15

1

We will select a sample of Place contracts to
provide assurance that these have been procured
in accordance with procedures and that the
contracts are monitored effectively to achieve the
objectives of the Council and that contractor
performance is reviewed, monitored and
managed.
This will be high level review of key regeneration
projects to provide assurance that the
governance, delivery and monitoring
arrangements are sound and secure and meet the
objectives of the Council.

A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough

RS0056

1

Related risk(s)

Audit Title
Land searches

Licensing
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Total

Est.
days
15

Priority

15

120

Outline scope and rationale

Council priority and/or outcome

Related risk(s)

1

This will be a review of planning, management
and operation of land searches to ensure that
systems and controls are sound, secure, efficient
and provide adequate safeguards to protect the
interests and reputation of the Council.

A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough.

DTLC0003

2

This audit will review the Council’s arrangements
for issuing various statutory licences to provide
assurance that systems and controls are sound
and secure and meet Council objectives.

A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough.

Reserves/ Future Audit Topics for Consideration
Corporate and Council-Wide Reviews
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Prevent Strategy
Establishment Control
Advertising and Commercial Income
Management of Transformation Programme and Projects
Performance Management
Management of Leavers
Website Document Accessibility
Effectiveness of Council’s Digital Offer
Data Quality
Value for Money Arrangements
Transparency Code - compliance audit
Schemes of Delegation
Apprentice Levy

Resources














Cash and Deposits
Medium Term Financial Strategy
CHAPS Payments
Financial Regulations and Waiver
VAT Management
Travel Cards and Allowances
Systems Interfaces and Reconciliations
HR Case management
Competitive Tendering
Payroll Reconciliation Processes
Payroll Exception Report management
BACS Payments and Control
Overtime Control and Management

Chief Executive’s Office














Legal Planning Meetings for Children's Social Care Cases
Enabling Functions
Tower Hamlets Strategic Partnerships
Communications Strategy and Protocols
Charging for Legal Services
Procurement of Solicitors, Barristers and Legal Advice
Management of Mayors Office
Control of Mayoral regalia and civic assets
RIPA Compliance
Management of Members Allowances and Payments
Members training and Induction
Business Intelligence
Leasing arrangements for Council Buildings leased to VCOs
(cross directorate with Place)

Health Adults and Community














Electronic Home Care system
Brokerage
Re-ablement Service
Annual Reviews of Care Plans
Occupation Therapy
Mosaic - Quality of data audit
Commissioning
Direct Payments
Hospital Discharge team
Management of Civil Emergencies
Pandemic Flu Plan
Directorate Governance
Social Care- Data Quality





Customer Contact and Customer Journey
CRM
Directorate Governance

Place
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Penalty Charge Notices
Waste Management
Compliance with CDM Regulations
Passenger Transport Recharges
Building Contract Administration and Standard Contract
Documentation
Improvement Grants
In-house Temporary Resourcing services -ITRES
Procurement and Monitoring of Technical Consultants (e.g.
Architects)
Markets Management
Repairs and Maintenance of Administrative and other
Buildings
Checking of Use of Temporary Accommodation
Disabled Facilities Grants
Client Monitoring of THH Management Agreement

Children and Culture











Home to School Transport
Youth Offending Team - Case Management
Youth Service
Management of School Cleaning
Management of School Catering
Fostering
Children’s Commissioning - Service Review
THAMES
School Development Service
Tower Hamlets Education Partnership

Proactive and Anti-Fraud Activity
Council priority and/or
outcome
A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough.

Broad Scope

Annual Review of Policy Documents.

Good governance is essential for any organisation to achieve its
objectives. We will ensure that our policies remain relevant, compliant with
good practice and reflective of legislative changes. We will undertake
reviews of or key governance documents including the Anti-Fraud and
Corruption Strategy, Counter Fraud Manual, Anti-Bribery Policy, AntiMoney Laundering Policy, whistleblowing policy and Prosecution Policy.

National Fraud Initiative

We are statutorily required to participate in the National Fraud Initiative.
We will act as Key Contact for the Council and the Cabinet Office and
arrange and co-ordinate the submission of the relevant data sets for 2022
NFI exercise. We will continue to co-ordinate and ensure that the
investigation of matches arising from the 2020 data submissions are
managed effectively across the Council. We will review the quality of
investigations by individual responsible officers and conduct our own
review and investigations. We will identify common systems data quality
issues that can be factored into the next round of NFI data matching
exercise to increase the accuracy of future data matching. Results will be
reported to the Audit Committee regularly.

A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough

A strong anti-fraud culture is the first line of defence in combatting fraud
affecting any organisation. A broad range of activity will improve
awareness of the Council’s fraud risks and create a deterrent effect. We
will deliver at least 12 fraud awareness presentations and/or workshops
across the Council.

A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough.
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Initiative

Fraud Awareness

We deliver an internal fraud awareness campaign to coincide with
International Fraud Awareness Week in November 2022.
Internal Data matching / Data

Data sharing/matching is recognised as a key tool in the fight against

A dynamic, outcomes-based

Broad Scope

Analysis/Sample Testing

fraud. This activity is dependent on the effectiveness of the NFI, as well as
our own capability/capacity. We will undertake further data matching and
analysis using the Council’s data to detect instances of fraud in high risk
areas such as Housing, Social Care and Procurement.

Council priority and/or
outcome
council using digital innovation
and partnership working to
respond to the changing needs
of our borough

Anti-Fraud Intranet website content

We will continue to provide and improve the usability and access to antifraud information with the aim of encouraging referrals, we will conduct a
review of the anti-fraud Intranet and website content to ensure the content
is up to date, aligned with best practice, promotes an anti-fraud culture and
explains to staff what to do if they suspect fraud or similar crimes.

A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough

Fraud Survey

To assess understanding of current fraud related topics, processes, and
procedures and to provide guidelines on possible avenues to make
improvements, we will design and conduct targeted anti-fraud survey.

A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough
A dynamic, outcomes-based
council using digital innovation
and partnership working to
respond to the changing needs
of our borough.
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Initiative

Fraud Risk Register

We will review, update and maintain the Fraud Risk Register.

Appendix B
Risk
Reference
PLC0023

Risk description

RSB0023

There is a risk that the statement of accounts will received a
qualified opinion for 2020-21.

RS0056

The Council may significantly overspend its budget, fail to deliver
savings and continue to rely on dwindling reserves.

Failure to prepare and take action in relation to the proposed
Building Safety Bill

LPGSE0005 Staffing - Recruitment/Retention/Right skills.
ORG0027

There is an ongoing risk of a cyber attack and/or major loss of IT.

ASD0015

Death or serious harm to a vulnerable adult who was or should have
been, in receipt of services, either from the council or a partner
agency.

CSD0016

Death or serious harm to a child that was or should have been in
receipt of services, either from the council or a partner agency.
There is an on-going need to ensure that services to all vulnerable
children and young people have a focus on safeguarding and
prevention of harm.

DTLC0003

Local Land Charges section provide information on property being
purchased in the borough through ‘search requests’. Data informing
the search is pulled from sources within different parts of the
Council. Some services are not aware that information must be
provided to LLC department in order that it can be revealed, or data
is often not updated regularly. Changes to the public realm structure
and processes has resulted in knowledge loss in this area of work,
and highlights need for automation. The current database is
hampered by its limitations and data volume. Additionally, GIS
functionality is extremely slow impacting on turnaround times and
risking property transactions to fall through.
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Agenda Item 4.3
Non-Executive Report of the:
Audit Committee
Thursday, 24 March 2022
Report of: Kevin Bartle, Interim Corporate Director,
Resources (S.151 Officer)

Classification:
Open (Unrestricted)

Internal Audit and Anti-Fraud Quarterly Progress Report
Originating Officer(s)
Wards affected

Paul Rock
(All Wards);

Executive Summary
This report provides an update on progress against the delivery of the 2021/2022
Annual Internal Audit Plan and highlights any significant issues since the last report
to the Audit Committee in December 2021. In addition, an update on anti-fraud work
is included.
Recommendations:
The Audit Committee is recommended to:
1. Note the contents of this report and the overall progress and assurance
provided, as well as the findings/assurance of individual reports.

1.

REASONS FOR THE DECISIONS

1.1

The Accounts and Audit Regulations 2015 state that a relevant authority
must ensure that it has a sound system of internal control which:




1.2

facilitates the effective exercise of its functions and the achievement
of its aims and objectives;
ensures that the financial and operational management of the
authority is effective; and
includes effective arrangements for the management of risk.

The Audit Committee has responsibility for oversight of the arrangements
for governance, risk management and control and this report assists the
Committee in discharging its responsibilities.

2.

ALTERNATIVE OPTIONS

2.1

None.
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3.

DETAILS OF THE REPORT

Internal Audit
3.1

The Council’s internal audit service is currently provided by two senior internal
auditors and an Internal Auditor and is led by an experienced audit manager
who is also the Deputy Head of Internal Audit. The service currently has two
additional vacancies that we will recruit to shortly (Senior Internal Auditor and
Internal Auditor). Delivery of the plan is supplemented through a contract with
BDO – a professional services and accountancy firm. The Audit Committee is
provided with updates at each meeting on progress against the Annual
Internal Audit Plan.

3.2

In addition, we also deliver internal audit services to Tower Hamlets Homes
(THH) via a Service Level Agreement. Progress against their separate plan is
reported to the THH Finance and Audit Committee on a quarterly basis. The
THH plan include nine audits and follow up activity.

Progress against the 2021/22 Internal Audit Plan
3.3

In December 2021 the Audit Committee agreed the revised 2021-2022
Internal Audit and Anti-Fraud plan. In this reporting period December 2021 to
March 2022 the following progress has been made:
Audits in Progress (Fieldwork)
Audit title

Current Target
for draft report

Supporting Stronger Families – Monthly Grant Claim
Certification

Ongoing

Creditors

February 2022

SQL Database Management (IT Audit)

March 2022

New House Building Programme – Contract Audit

March 2022

Empty Property Rates and Inspection

March 2022

Commissioning and Managing of Placements

March 2022

Laptop Security Management (IT Audit)

March 2022

Review of Business Continuity Plans

March 2022

Multi Agency Safeguarding Hub

March 2022

Follow up on Compliance with the Failed Visits Procedure

March 2022

Adults Safeguarding Review Improvement Plan

April 2022

Property Disposals

April 2022

SLA’s for Traded Services with Schools

April 2022

Management and Monitoring of s.106 Planning
Obligations

April 2022

Management and Monitoring of Council’s Contribution to

May 2022
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Climate Change Agenda.
Highway Repairs and Maintenance Contract

May 2022

Draft Reports (Issued to Management)

Purchase Cards

Draft report first
issued
November 2021

Access Control Management

February 2022

Contract Services Improvement Plan

February 2022

Audit Title

Final Reports
Audit Title

Opinion

Freedom of Information (Consultancy)

N/A

Governance and Reporting of Efficiency Savings

Reasonable

NNDR

Reasonable

Management and Control of Agency Workers (Split
opinion)

Reasonable
(Corporate Level)
Limited
(Directorate Level)

Management of Commercial Waste

Limited

Management of Incidents and IT Security Breaches

Limited

3.4

Summaries of the finalised audits are included at Appendix A.

Management’s Progress in Implementing Agreed Actions
3.5

Management is responsible for implementing the agreed actions at the
conclusion of an internal audit. During the course of 2021/22 Internal Audit
has followed up some of the agreed actions to determine whether they have
been fully implemented and are operating effectively. The table below
provides further details.

Implementation of Agreed Management Actions for Follow Ups verified by
Internal Audit between April 2021 and February 2022
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High
Priority

Medium
Priority

Number of Agreed Management Actions Followed Up

26

31

Number of Management Actions Fully Implemented

9

12

Number of Management Actions Partially Implemented

13

15

Number of Management Actions Not Implemented

4

4

% Fully Implemented

35%

39%

% Partially Implemented

50%

48%

% Not Implemented

15%

13%

3.6

In December, the Committee requested further information about the
implementation of recommendations, and in particular the age of any
outstanding agreed actions. The table at Appendix B provides further details.

Fraud Investigation Activity
3.7

All investigation activity is now dealt with by one multidisciplinary team, this
includes housing fraud, insurance fraud, internal fraud and blue badge fraud.
The team consists of five Fraud Investigators, two Social Housing Fraud
Investigators (funded by Tower Hamlets Homes) and two Blue Badge
Investigators (funded by Parking). The team is supported by an Intelligence
Officer and led by an experienced Investigation Manager.

3.8

The investigators continue to diligently investigate allegations of fraud. In line
with the Council’s strategy during the various stages of the pandemic, only
essential services were in operation. To minimise the risk to the investigators
and the public, interviews, foot patrols and visiting were stopped, although
desktop investigations continued throughout. It is likely we will see a reduction
in outcomes over the coming months until the backlog of investigation and
Court work is cleared.

Summary of Caseloads, Referrals and Outcomes for 2021/22
3.9

A summary of referrals and outcomes for 2020/21 is show below:

Referral Activity Comparison 2020/21 to 2021/22 (To date)
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April to Date
Social Housing Fraud

All Other Fraud

Outcome Comparison 2020/21 to 2021/22 (To date)
35
30

33
28

25
20
15
10
10
5
5

4
2

0
Properties recovered

Fraudulent RTB prevented
2020-2021

3.10

Fraudulent housing applications
cancelled

April to Date

In addition to the outcomes above the team have secured two criminal
convictions for housing fraud (one further case was lost) and secured unlawful
profit orders amounting to £27,000.

Fraud Prevention Activity
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3.11

The Internal Audit and Anti-Fraud Service includes a dedicated Fraud
Prevention Officer role that reports to the Internal Audit and Fraud Prevention
Manager. Work to date has included:


Updating and publication of Corporate and Anti-Fraud Strategy



Updating and publication of the Anti-Bribery policy



Publication of the Fraud Response Plan



Publication of the Anti-Money Laundering Policy



Participating in the Direct Payment working group which is currently
reviewing the Direct Payment Policy and service user agreements, both
will now include anti-fraud measures



Changing the single person discount application process for Council
Tax which now includes an anti-fraud declaration



Creation and drafting of an NFI monthly report



Conducted a high-level proactive assurance review of a sample of a
closed NFI data set involving Pension payments.



Ongoing review/update of Intranet and internet fraud prevention
information



Fraud awareness presentations delivered to the Right to Buy (THH),
Direct Payments and Lettings services.



Exploring options of improving fraud prevention and detection via data
analytics with the Head of Intelligence and performance.

Policy and Procedural Changes Post Prosecution
3.12

At the Audit Committee in October 2021 the Head of Internal Audit was asked
to report on changes that may need to be made to policy and procedure in
relation to two topics. The first related to managing personal information of
people that contact the Council with information about alleged fraud and the
second related to better information sharing between departments.

3.13

In relation to the first issue, the Council’s Intelligence and Fraud Investigation
Team have amended the local procedures to ensure that information from
informants is acknowledged within 5 working days (not applicable for
anonymous information/complaints). Named informants will be advised how
their personal information (usually just a name and email or correspondence
address) will be used, securely stored and if necessary, revealed during a
criminal prosecution.

3.14

With respect to disclosure during a criminal prosecution, personal information
related to informants will be treated as sensitive and confidential and only
disclosed in accordance with the Criminal Procedures and Investigation Act.
The Act allows for controlled disclosure designed to ensure the safety of
informants. If personal information related to informants must be disclosed
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(usually just a name) the Investigation Manager will contact the informant in
advance of the disclosure to provide advice and support.
3.15

In relation to better information sharing, this is a significant challenge as the
Council, like many other Councils, has numerous disparate IT systems that do
not routinely communicate with each other and cannot be easily integrated.
Equally, implementing manual work arounds would be resource intensive and
therefore costly. In addition, the requirements of the Data Protection Act must
be taken into consideration; information should not be automatically shared
without an individual’s permission and notification.

3.16

The Council is currently exploring a solution through the Customer Services
Division. They are working on a single online contact form for customers that
once completed would pass information provided by the customer to various
departments across the council. In essence this is similar to the ‘Tell us Once
Service’. It is anticipated this project will take three months to design, test and
implement, although this is subject to the transformation projects prioritisation
process which will determine which projects are prioritised and will be
resourced from April 2022. The anticipated outcome will be improved
information sharing between departments. The customer remains
responsibility for informing the Council of any changes in the circumstances,
but when the customer informs the council through this service that, for
example, someone has moved into the property, that information will be
passed to relevant departments across the Council.

3.17

Further to the questions raised by the Audit Committee, we have also been
asked how allegations of domestic violence are taken into consideration when
determining whether to prosecute.

3.18

The Directorate Scheme of Delegation gives authority to the Director of Legal
and the Head of Litigation to take the decision to commence proceedings in a
particular case. This ensures the decision to prosecute is independent of the
investigating process. On receipt of instructions to commence any legal
proceedings the Council’s lawyers must consider the Crown Code for
Prosecutors (https://www.cps.gov.uk/publication/code-crown-prosecutors) i.e.
general principles to be applied when making decisions about prosecutions.
The Code is applicable to all public prosecuting authorities and requires two
tests to be applied


The Evidential Test: The prosecutor must be satisfied that there is
enough evidence to provide a realistic prospect of a conviction. This is
an objective test and the prosecutor must be more satisfied than not
that the Magistrates will convict if properly directed. In having regard to
this test, consideration must also be given to what the likely defence
case; the reliability of the evidence; the credibility of any witness; and
the admissibility of the evidence. If the evidential test is not passed,
the case must not proceed. If domestic violence is raised as a potential
defence, the reviewing lawyer must consider its likely prospect of
success.
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The Public Interest Test: This requires certain factors to be considered
both in favour of and against prosecution determining, on balance,
whether it would be in the public interest to prosecute e.g. “How
serious is the offence committed.” It is a non-exhaustive list and, again,
domestic violence would be taken into account at this stage where it
may well provide strong mitigation when the court proceeds to
sentence. It should be noted that the Code itself is clear that “Although
there may be public interest factors tending against prosecution in a
particular case, prosecutors should consider whether nonetheless a
prosecution should go ahead and those factors put to the court for
consideration when sentence is passed.”

3.19

In effect, Legal Services are the gatekeepers for prosecutions. If Legal
Services consider that there is insufficient evidence to justify issuing a
summons, or the prosecution is not in the public interest, the matter will not
proceed to Court.

3.20

The Council’s compliance with the above tests/Code for Crown Prosecutors
will continue to ensure that only appropriate cases are prosecuted. This is in
accordance with the Council’s Enforcement Policy.

4.

EQUALITIES IMPLICATIONS

4.1

There are no equalities implications.

5.

OTHER STATUTORY IMPLICATIONS

5.1

This section of the report is used to highlight further specific statutory
implications that are either not covered in the main body of the report or are
required to be highlighted to ensure decision makers give them proper
consideration. Examples of other implications may be:
 Best Value Implications,
 Consultations,
 Environmental (including air quality),
 Risk Management,
 Crime Reduction,
 Safeguarding.
 Data Protection / Privacy Impact Assessment.

5.2

Other than the Accounts and Audit Regulations 2015 there are no other
statutory implications.

6.

COMMENTS OF THE CHIEF FINANCE OFFICER

6.1

Other than the requirements on the authority and responsible financial officer
set out in the Accounts and Audit Regulations 2015, there are no significant
financial implications.
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7.

COMMENTS OF LEGAL SERVICES

7.1

This report is compliant with the Council’s legal duties in respect of risk and
internal audit, which are set out in the Accounts and Audit Regulations 2015.
It also demonstrates compliance with the Corporate Director Resources’
statutory duties under s.151 of the Local Government Act 1972.
____________________________________

Linked Reports, Appendices and Background Documents
Linked Report
 None.
Appendices
 Appendix A – Summary of Finalised Audits
 Appendix B – Previously Unimplemented Agreed Management Actions
Local Government Act, 1972 Section 100D (As amended)
List of “Background Papers” used in the preparation of this report
List any background documents not already in the public domain including officer
contact information.
 None.
Officer contact details for documents:
Paul Rock, Head of Internal Audit, Fraud and Risk
Tel: 07562 431830. Email: paul.rock@towerhamlets.gov.uk
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Summaries of Finalised Internal Audits

Appendix A

Assurance level

Significance

Directorate

Audit title

Not Applicable

Extensive

Governance

Management and Control of Freedom of Information Requests
Consultancy Review
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Limited

Extensive

Corporate

Management of Incidents and Security Breaches

Limited
(Directorate Level

Extensive

Corporate

Management and Control of Agency Workers

Reasonable

Extensive

Resources

NNDR Systems Audit

Reasonable

Extensive

Resources

Governance and Reporting of Efficiency Savings

Reasonable
(Corporate Level)

Title

Date of
Report

Comments / Findings

Management and
Control of Freedom
of Information (FOI)
Requests

January
2022

This was a consultancy review and the objective was to review the
systems and procedures for managing FOI requests received by the
Council. The FOIA 2000 gives people a general right of access to
information held by public authorities. Information held by public
authorities should be available and accessible to everyone. The act was
introduced to help bring about a culture of openness within the public
sector and give the public a better understanding of how authorities carry
out their duties. During the review we identified areas of good practice
which included the following:

Consultancy Review

The Council maintains a list of common exemptions that are
applicable in relation to FOI requests which are published on the
Bridge. The list sets out the most commonly applied exemptions
against releasing information under the Freedom of Information
Act including details on whether a public interest test (PIT) is
required.



The ICasework system, which is the IT system used for
administration of information requests automatically links the
information request to other similar cases published on the
Council’s Disclosure Log (where there appears to be a link to the
current information request.



Testing confirmed that 5/30 (16.7%) FOI/EIR information
requests sampled were subject to an exemption and testing
confirmed the exemption had been correctly applied
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Scale of
Service

Assurance
Level

Title

Date of
Report

Comments / Findings

Our key findings from this review include the following:
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The Council has published guidance for dealing with information
requests which was last reviewed in April 2015 and is therefore
out of date.



From our audit testing and interviews with key officers, we
identified key issues and weaknesses such as staff not fully using
the IT (iCasework) system; information requests not being always
assigned to the correct Directorate officers; Directorate officers
not dealing with the requests pro-actively and efficiently ;
responses to requests not being quality checked adequately and
approved in accordance with procedures; IG officers’ sign-off not
being rigorous enough; internal review procedures not
documented and controlled; and outstanding responses and key
dates not being monitored centrally.



Our review highlighted some structural issues which could
increase the risk of confusion over accountability for some key
functions. It was unclear as to when the last structure was
systematically reviewed, consulted upon and approved. A review
of a sample of job descriptions showed that not all JDs were up to
date, adequately reflected officers’ current duties and were
agreed and signed-off.



The corporate guidance dated 2015, requires all FOI requests to
be referred to the FOI Board chaired by a Corporate Director and
attended by nominated Directorate Service Heads (now Divisional
Directors) for discussion, approval, promoting consistency and
oversight. We were informed that the FOI Board’s functions had
been transferred to the Strategic Information Governance Board.
However, as the 2015 guidance notes have not been reviewed

Scale of
Service

Assurance
Level

and refreshed, there is no formal documentation as to how
FOI/EIRs will be governed and overseen.
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Resulting from various systems weaknesses, there is risk that the
Council may not be providing the information requested within the
statutory target of 20 working days. For example, there were 12
cases relating to 2020/21 with no audit trail recorded on the
system as to what actions were taken.



Testing confirmed that approved officers had not signed off
FOI/EIR responses from their portfolio areas in 11/30 (36%)
cases sampled. In addition, from audit testing, we have identified
the need for additional review and quality check for high-level,
high-risk FOI/EIR responses by a manager. However, we noted
that quality review and checks is not within officers’ JDs.



Testing confirmed that in three cases there was inadequate
segregation of duties as the same Information Governance Officer
had assessed the information request, prepared the response,
approved the response in iCasework system and signed-off the
response letter.



Testing of 10 requests for internal review, where the Requestor
has the right to request an internal review if they are not satisfied
with the handling of the original FOI request . Testing showed that
in 5 of these cases, due to various systems weaknesses, average
delay of 21 days was encountered in the internal review process
with lessons not being learnt.



Although there are clear statutory targets for responding to
FOI/EIR request which are reported on to higher level of
Management, there is no supporting performance management
framework for the service as a whole to ensure that relevant KPIs
and performance targets are in place to assess the efficiency and
effectiveness of the service.



The responsibility and accountability for planning, co-ordinating
and publishing the range of publication as required by the ICO
Publication Scheme, is not clearly identified and documented.
There is risk that information such as creditors payments and
other required information is not published at all or published on
time, resulting in reputational damage.

All findings and issues were agreed with the Director of Customer
Services and final report was issued to the Interim Corporate Director,
Resources.
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Title

Date of
Report

Comments / Findings

Scale of
Service

Assurance
Level

Management of
Incidents and
Security
Breaches

March
2022

This audit reviewed the arrangements for management of information
breaches/incidents and/or cyber security breaches. Responsibility for
recording, assessing, investigating and reporting data breaches lies with the
Information Governance Team within the Customer Services division.
Business continuity is the responsibility of all directors and service heads
across the Council and is co-ordinated and supported by the Civil
Contingencies Team in the Community Safety Division, part of the Health,
Adults & Community Directorate. Assessing information/cyber security events
and facilitating the technical response to any information/cyber security events
is the responsibility of the Information Security and IT service delivery teams
within the IT division in the Resources directorate.

Extensive

Limited
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During the audit we identified following areas of good practice:




The ICT division has appointed a governance and risk manager who
regularly reviews the directorate’s risks, including those relating to the
management of incidents and cyber-attacks.
Every directorate had a business continuity champion who attend the
Civil Contingencies Board

The following key findings and issues were raised:


Governance and risk management: The current Information
Governance Group and Strategic Information Governance Board do not
include oversight of cyber security in their terms of reference. This
means that the management of this corporate risk may be fragmented,
and cyber/information security measures may not be sufficiently
controlled to meet the Council’s needs and objectives.

Title

Date of
Report

Management of
Incidents and
Security
Breaches

March
2022

Comments / Findings
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Incident Response Plan: The Council’s Information/Cyber Security
Incident Response Procedure lacks important elements such as key
contacts, escalation criteria and a conference number. Audit was
advised that two desk top exercises have been carried out to test the
Council’s knowledge and preparedness in the event of a cyber-attack.
A report on the second exercise in October 2021 was provided to Audit.
The report on the exercise is a brief summary of what happened and
highlights some areas of weakness that need improvement. It,
however, needs to capture clear actions, responsible owners and how
progress and improvement is going to be monitored and reported. It is
acknowledged that these tabletop exercises are an important first step
on which the Council can build up corporate knowledge and
preparedness. Future exercises should gradually be more challenging
to fully test preparedness.



Compliance with GDPR: the data breaches reported to the Data
Protection Officer (DPO) who sits within the Information Governance
team, are investigated and, where necessary, notified to the
Information Commissioner’s Office. We noted that the Information
Commissioner complained that not all information they had requested
regarding a data breach notified to them had been provided. There is
no searchable guidance or signposts on the Council’s intranet for staff
needing to report a data breach. This increases the risk of
underreporting. There is an attempt by the Data Protection Officer to
identify lessons learnt from each data breach, but they are not followed
up nor currently communicated to the officers with the authority and
responsibility to implement any changes.

Scale of
Service

Assurance
Level

Title

Date of
Report

Management of
Incidents and
Security
Breaches

March
2022

Comments / Findings


Policies and procedures: the data protection policy is dated 2018 and
refers to roles that do not now have responsibility for this area policy.
New information security policies and procedures were written in
November 2020, however, there is no governance function within the
Council with the delegated authority to review, scrutinize and approve
such policies. We were informed that the information/cyber security
policies – in the absence of such a function- were submitted to the
Information Governance Group but they have no delegated authority to
formally approve these policies.
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All findings and issues were agreed with the Director of IT, Director of
Customer Services and Corporate Director – Health, Adults and
Community who is the chair of the Civil Contingency Board. Final report
was issued to all Corporate Directors.

Scale of
Service

Assurance
Level

Title

Date of
Report

Comments / Findings

Management and
Control of Agency
Workers

Feb. 2022

This audit reviewed the controls for hiring agency workers through a an Extensive
Agency contract that commenced on 5th February 2021. The average
spend per month during 2021/22 Financial Year was approx. £2.058M
and on this basis the indicative spend for 2021/22 will be around £24.7M.
The following good practices were identified:
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Flow charts were found on the staff intranet pages to assist Hiring
Managers with Interim staff recruitment. Topics, such as market
testing, IR35, placement and agency worker extensions, were
included.



Testing of 20 agency worker assignments showed that all had
end dates defined that complied with the up to 24-week limit rule.
End dates also ensure that payments cannot be made after this
date without an authorised extension.



Declaration of Interest, forms part of the pre-recruitment checks
undertaken by the agency provider and is included within their
engagement system.



Where new roles have been created, the IR35 status had been
determined with the Agency Contracts Team and/or Senior HRBP
using the HMRC Employment Status Indicator tool.



Our review and discussions with the Agency Contract Manager
showed that there was a suite of KPI’s that were being used to
monitor the performance of the provider Matrix. These are
discussed at monthly and quarterly contract review meetings.

Scale of
Service

Assurance
Level
Limited
(Directorate
Level)
Reasonable
(Corporate
Level)

Title

Date of
Report

Comments / Findings

Management and
Control of Agency
Workers

Feb. 2022

The following Issues and Risks were raised:
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The hiring and managing agency workers policy and guidance
held within the staff intranet pages were dated 2018. The
refreshed policy and procedures needed to be put on the intranet.



Prior to engaging an agency worker, corporate policy requires
hiring managers to check that suitable resource can be provided
from the Council’s Redeployee list or from ITRES, the Council’s
in- House temporary resource bank. Testing found that checks
against Redeployee list were not evidenced in 19 cases and
checks against ITRES were not evidenced in 14 cases.



Business cases for 2 out of 6 engagements that related to
projects were found not to have had the approval of a Director in
accordance with the agency hiring procedures.



Pre-recruitment checks and uploading of key documents to
support the checks undertaken could not be evidenced in 5
cases.



Where agency assignments had ended, or the assignment period
had reached its contractual end date, it was found that in 14
cases, hiring managers had not completed the IT Self Service
Leaver forms and hence there was risk that these leavers were
active on the Council’s IT systems.

Scale of
Service

Assurance
Level

Title

Date of
Report

Management and
Control of Agency
Workers

Feb. 2022

Comments / Findings
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Not all agency workers’ timesheets submitted for approval were
approved within the stipulated timeframe, increasing the risk of
the agency worker not being paid on time. We found that 15 of
the 20 agency workers in our sample had only one approving
officer who could approve the timesheet and hence when the
approving officer was absent, there was delay in paying the
agency worker.



Those agency workers who choose to be paid on PAYE basis,
the Agency provider, did not record within their Invoice
spreadsheet the build-up of cost invoiced to the Council so that
the actual Pay Rate for each agency worker can be reconciled
with the amount charged to the Council. This control enables the
Council’s nominated Agency Contract Monitoring Officer to check
and verify that the charges to the Council for Pensions, Holidays,
Bank Holidays, Employers National Insurance Contributions, and
Apprenticeship Levy have been calculated and charged correctly.

All findings and Issues were discussed with the Agency Contract
Manager and agreed. Final report was issued to the Director of HR and
WD and all Corporate Directors.

Scale of
Service

Assurance
Level

Title

Date of
Report

NNDR

February
2022

Comments / Findings

Good Practice
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Comprehensive policies and procedures are in place relating to the
methodology around setting business rates, business rate collection
and the criteria for application of business rate reductions.



We tested a sample of 20 non-domestic properties to assess
whether the business rate charged was equal to the rateable value
(as confirmed by a notification from the Valuation Office Agency
(VOA)) multiplied with the multiplier set by the government. We
identified that the rateable value for 19 out of 20 properties had not
changed since 1 April 2017, and in one case, where the rateable
value was changed, a notification from the VOA was available
evidencing it.



We confirmed that the multipliers used to calculate the business
rates were accurate based on the occupancy, type of the property
and their recorded rateable value.

Key Findings
Our key findings from this audit include the following:



We reviewed a sample of 20 non-domestic properties which have
received either a full or partial reduction to their business rates. The
aim of the test was to assess whether the documentation obtained
by the Council prior to applying reductions was adequate. We
identified the following exceptions across eight non-domestic
properties:

Scale of
Service

Assurance
Level

Extensive

Reasonable

In two cases, the checklist was not signed. The aim of the checklist
is to confirm whether the lease records were checked, to record
whether the property is wholly or partially occupied and whether the
Charities Commission website was checked to verify the status of
the business applicant.

-

In four cases, the checklist was signed as prepared and authorised
by the same officer, indicating lack of segregation of duties.

-

In two cases, the evidence relating to the inspection being carried
out prior to the relief award was not available



We reviewed a sample of 20 accounts with credit balances (ranging
from £396 to £54,290) for five years. The aim of the test was to
identify the reasons for these accounts having a credit balance and
to assess whether the Council has undertaken sufficient actions to
reduce these balances. We identified the following exceptions:

-

A formal procedure recording the actions staff should take with
respect to these accounts in credit is not in place

-

In 18 cases, the actions undertaken by the Council to reduce the
credit balances were inadequate. Since these accounts still have a
credit balance and a refund has not been requested for many years,
the risk of regular refund requests to facilitate money laundering do
not seem to be an issue. 13 out of these 18 accounts are closed
accounts whereas five accounts are still live. Out of the 13 closed
accounts, four have been refunded and one written-off in the period
June to November 2021. The credit balances on three out of five live
accounts have been refunded in the period May to July 2021. All the
refunds have been made after the audit testing completion in March
2021.
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-

We conducted a walkthrough of the processes around users being
added or removed from Civica Open Revenues System, with the
Principal Revenues Officer (Technical Support). We identified that a
procedure note recording the process of adding or removing a user
from the system is not formally documented and a copy of the email
requests to remove a leaver's access is not retained.



We conducted a follow-up on the recommendations made in
2017/18 audit of NNDR. Out of a total of eight recommendations, we
could confirm with reference to evidence that three
recommendations
had
been
fully
implemented,
three
recommendations are in progress and two had not been
implemented.
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Title

Date of
Report

Governance and
Reporting of
Efficiency
Savings

March
2022

Comments / Findings

Good Practice

Medium Term Financial Strategy (MTFS)


We confirmed that the Council has in place a clear governance
and reporting structure with regards to its MTFS, efficiency
savings within the MTFS and for communicating and seeking
approval of changes in-year.

Savings Tracker

Scale of
Service

Assurance
Level

Extensive

Reasonable



We confirmed that the Council has an adequate framework and
consistently used system to monitor the savings set out in the
MTFS and to document and review the reasons for targets being
off track, and subsequently make and approve adjustments to
plans.

Budgetary Monitoring & Reporting to the Cabinet and Corporate
Leadership Team (CLT)


We confirmed that an adequate governance and reporting
arrangement is in place for budget monitoring.

Write-off of Efficiency Savings
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We reviewed the Cabinet minutes for February 2020 which
presented the 2020/21 budget and Medium-Term Financial
Strategy for 2020-23 for approval. We confirmed that in total, four
prior year savings were agreed to be written off.

Follow Up
We followed recommendations raised as part of the Efficiency Savings
audit carried out in May 2019. Through our audit fieldwork in addition to
holding meetings with key staff, we confirmed the Council implemented
recommendations pertaining to the three areas above.


Governance – We confirmed that the Council has a Budget
Practitioners Guide in place which was last updated in May 2019
and sets out the responsibilities of Individual service areas,
divisional directors, budget holders/managers and Finance
Business Partners in terms of agreeing saving plans and their

subsequent monitoring. Additionally, the Council has also
updated its savings pro-forma to provide greater clarity and
accountability of Divisional Directors over efficiency savings,
which we confirmed through our audit testing.
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Monitoring and Reporting – We confirmed that the Council’s
saving tracker is reported on a quarterly basis to the Cabinet and
on a monthly basis to the CLT and was supported by a Budget
Monitoring Report which provided updates and reasons for any
slippage or non-delivery. We were also provided with evidence of
the Budget Monitoring Reports and Savings Trackers submitted
to Place, Resources and Governance DLTs.



Evaluation of Savings Programme – We confirmed through
review of e-mail evidence that the Head of Strategic and
Corporate finance liaises with Heads of Departments to review
proposed efficiency savings and whether they are on track to be
delivered, or whether there is any risk of slippage or non-delivery.
Additionally, the savings tracker also notes whether any efficiency
savings had been delivered in addition to providing a status
update in terms of whether desired outcomes were achieved.

We have raised two ‘Medium’ priority findings in this report which relates
to efficiency saving slippages and proformas. Our review found that
whilst there is a strong governance, monitoring and reporting framework
in place, a significant level of efficiency savings was not achieved.
However, given that the Council did not meet the budgeted efficiency
savings during 2019-20 and has needed to further extend the savings
into future years, albeit primarily related to the impact of the Covid-19
pandemic, we have provided a Reasonable assurance rather than
Substantial assurance opinion. In particular there is a need to continue
to closely monitor ongoing, non-Covid-19 related departmental

expenditure and ensure savings remain deliverable and that Council
reserves are preserved in future years.
Key Findings
Our key findings from this audit include the following:

Delivery & Slippage of Efficiency Savings
Although reporting to Cabinet is taking place outlining the delivery
against proposed efficiency savings, our review of the July 2021
Cabinet Report noted a total savings target of £20.9m for
2020/21, although £10.7m of this related to previous years
savings not delivered, whilst £10.2m related to savings agreed in
2020/21. The report to Cabinet noted that only £7.1m savings
(i.e., 34% of the target) for 2020/21 were delivered, with £12.3m
of savings to be on track, in addition to £6.2m forecast to slip into
future years due to timing issues and £2.4m noted as
unachievable.



From our review of the Council’s Saving Tracker for Period 8 of
2021/22 financial year, we noted total slippage from previous
years (2020/21) of £10.735m, with current year (2021/22)
slippage noted as £5.089m. For the 2020/21 outturn, we noted
the slippage from Period 8 to fall to £10.661m, with current year
slippage increasing to £6.210m. However, for 2021/22, it is
forecast that prior year slippage will be £6.210m, with 2021/22
slippage being £941,000. The Council does not have a reserve
list of savings in place, however where efficiency savings are
slipping, the approach taken by the Council is to identify
mitigating actions to offset any short term effects of the slippage,
which is done through monitoring of the savings tracker and
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monthly and quarterly budgetary reports and identifying ways to
reduce non-essential pay spend to offset slippages. We were
provided with evidence from the Head of Corporate and Strategic
Finance showing this dialogue held all directorates.


Although the identification of mitigating actions to lessen the
impact of slippage is a viable short-term measure, this does not
present a long-term solution in terms of addressing the root
cause of any financial challenges resulting in the slippage.

Efficiency Savings Pro-Forma
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For all 25 efficiency savings proposals submitted for 2020/21, we
confirmed that pro-forma had been completed and appropriately
authorised by Cabinet in January 2020 as part of the setting of
the 2020-2023 Medium Term Financial Strategy (MTFS),
detailing how the savings proposal will be delivered and by
whom, in addition to setting out the corresponding risks and
mitigations as well as the resources in place to support
implementation of the proposal. We did note that the savings
proposal pro-formas are not RAG rated, nor do they set out
alternative methods of delivering efficiency savings if the original
proposal does not succeed.

Review of Financial Delegations
Original Recommendation
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The Joiners, Movers and Leavers project is
currently in place and is looking to make the
process of notifying of a leaver as smooth as
possible within our current system limitations.
As part of the roll out, a communication
campaign will also highlight to managers that it
is up to them to notify as soon as they know of
a leaver. We are working with IT and Finance
colleagues to ensure that rights to systems and
approvals are removed as soon as possible.
The project is starting a user testing phase and
is still on track to go live in early autumn this
year. There will be a review later in the year on
post project progress to ensure embedding is
happening within minimal non-compliance
occurring.

Rating

High

Original
Target
Date
Dec. 2020

To ensure data currency for HR
and finance purposes there are
currently two related projects
currently underway in relation to
establishment control and JML.
Establishment Control
To support establishment control
process, all managers have now
been given access to their
establishment report in HR Self
Service which contains real-time
data. Additionally, an
establishment protocol has been
developed by the HR, Business
Support and Finance Team to
which sets out a step-by-step
guidance.
To ensure we maintain our data
accuracy, from 1st January 2022,
on an ongoing monthly basis, all
managers will be required to
monitor and request changes to
their establishment, using the
Contract Changes Form and
submitting by the last working day
of each month.
JML
The functional requirements
specification for the leavers

Revised
Target
Date
31/12/2021

Current Update from
Management
The latest phase of the
establishment control project has
concluded with Business Support
(Recruitment and Resourcing
Team) continuing to make
changes to the establishment as
identified by managers. As
previously stated, an
establishment protocol has been
developed by the HR, Business
Support and Finance Team which
sets out a step-by-step guidance
on establishment control. In
addition, HR Business Partners in
conjunction with Business
Support Advisers will regularly
meet with managers to check the
accuracy of their establishment
and make the necessary
changes.
The leavers form has been
updated within HR Self Service.
Managers now only have to
complete one form when an
employee leaves the council
rather than two forms with the
leavers form in HR Self Service
now incorporates the separate IT
Leavers Form. This means that
managers no longer have to

process has been finalised and
sent to IT. This specification sets
out process improvement for the
leavers form via HR Self Service
into Resourcelink.

complete the separate notification
of a Leaver to IT via the IT
Service Desk form to cancel
network access.
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Automated notifications are now
sent electronically to the following
teams once the Recruitment and
Resourcing Team in Business
Support have processed the
Leavers Form in HR Self Service.
On receipt the listed teams will
stop the Leaver accessing the IT
systems that are associated with
their post. The automated
notifications will be sent to:
Payroll, Pensions, Finance
(Agresso), Procurement,
Information Governance,
Democratic Services, IT, Facilities
Management, Occupational
Health, Learning and
Development.
To improve the accuracy of
establishment data, the Leaver’s
Form now includes vacancy
management questions to
determine if a role is to be deleted
from the establishment or
recruited to, and, if the latter
requesting timelines for
recruitment to the post.
The Leaver’s form continues to
update the relevant team

establishment list in Resourcelink
by removing the leaver from the
team establishment report.
Managers can check that the
leaver has been removed from
their establishment by checking
their establishment information in
HR Self Service.

Financial Safeguarding
Original Recommendation Made

High

Original
Target
Date
June 2020
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Toby Lodge should be visited by the relevant
social worker to make an assessment of how
financially secure the service users are. The
care manager should be asked to ensure that
service users cash spending is supported with
receipts and records.

Rating

Revised Action

Visit will now be arranged following
relaxation of Covid restrictions and
staff visiting have been double
vaccinated. Toby lodge had a
Covid outbreak during the
pandemic, no visits were safe
during this time.

Revised
Target
Date
30/09/2021

Current Update from
Management

30/09/2021

This has been incorporated into
the Phase 2 programme of work
on MOSAIC and subject to
prioritisation will be completed at
the latest by September 2022.

This has been completed and no
issues identified.

1 case details uploaded to Mosaic
regarding discussion for receipting
clients purchases. Client spends
his own money and it is not always
possible to receipt every item he
purchases.
It should be ensured that during the review and
re-assessment process, the social work
practitioners check and assess that service
users’ monies under the control of relatives are
safe and secure and that the service user is
not subjected to any financial theft and fraud’

High

June 2020

We planned to add some prompts
to the Mosaic assessment/review
episodes, but all Mosaic changes
are currently on hold.

Financial Assessments
Original Recommendation Made
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The Divisional Director Adult Social Care
should commission a review of the client group
subject to S117 with a view to cleansing and
updating client case management records on
MOSAIC. The review should also consider the
list of users identified by Audit that have not
been financially assessed as they are regarded
exempt, although they are not on the S117 list
provided by the Mental Health Team (See
Appendix C) As anyone deemed subject to
S117 is exempt from charges, Adult Social
Care should regularly monitor their records and
inform the Financial Assessment Team
accordingly so that they have complete, up to
date and accurate records on clients subject to
S117.

Rating

Medium

Original
Target
Date
Immediate

Revised Action

Work has been undertaken to
establish a process to ensure that
the information between the
Financial Assessment Team and
Mosaic align to ensure that there is
collective understanding of service
users who are subject to s.117
aftercare between the service and
finance in receipt of domiciliary
support. This will ensure that we
recoup funds appropriately.
The audit has identified that there
was not an arrangement in place
for residential and nursing
placements where the service user
was subject to s.117 aftercare. This
will impact on income recouped
form the CCG by the Council. The
SM for Mental Health will be
working in partnership with the
Business Support to ensure these
lists are updated and adopt the
forementioned process for
domiciliary care. The CCG will
subsequently be approached for
funding.

Revised
Target
Date
31/01/22

Current Update from
Management
This work has progressed and
some changes have been made
to the system to help us capture
all service users in terms of
financial assessments.
A further manual process is
underway in relation to the lists of
Section 117 clients and work to
ensure a full claim for funding
from the CCG is being finalised
by 25 March 2022.

Financial Assessments
Original Recommendation Made

The Head of Benefits Service should consider
developing a technical solution within MOSAIC
as part of a future upgrade. This solution would
allow service users or their next of kin to
provide the financial declaration details and
supporting documentation online.

Rating

Medium

Original
Target
Date
Feb 2021

Revised Action

Have been notified by the Financial
Assessment Team Manager that a
meeting was held in November
2020 with ASC service managers
where it was agreed that social
workers would issue the Financial
Declaration packs.

Revised
Target
Date
Not given

Current Update from
Management
No further update.

It was agreed that Social Workers
as the first point of contact would
continue to apply this practice.
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The Divisional Director Adult Social Care
should arrange for a service level agreement
between ASC, Legal Services and the
Financial Assessment Team to be formulated.
This SLA should set out the requirements and
responsibilities for each party to ensure that a
Deferred Payment Agreement is drawn up
where required and that a charge on the
service user’s property is raised. The
agreement should also set out the
responsibility for retaining the relevant
documents.

Medium

Feb 2021

I have requested that Finance and
Legal establish a task and finish
group to complete the Service
Level Agreement. I will be
reviewing the status of this work in
Jan 2022 with the objective of
completion by Feb 2022.

28/2/2022

It has not been possible to
progress this work due to
pressures within the legal service
in particular. A revised timescale
within the 2022/23 year will be
agreed.

The Financial Assessment Manager should

Medium

Feb 2021

I will be meeting with the Financial

TBC

The team are currently recording

Financial Assessments
further develop existing performance
monitoring by introducing Key Performance
Indicators.

Page 106

Electronic Parking Income
Original Recommendation Made

Management should investigate the reasons
for the monthly shortfall between the 334
locations the Council has and the locations
from which income is collected as shown by
the contractor’s report and that a full
reconciliation between the two reports is done
every month. Any potential loss of income
should be identified and investigated further.

Assessment Team Manager and
Head of Service in Jan 2022 to
agree an action plan for this part of
the audit.

pending Jan data from several reports
2022
obtained from Mosaic to identify
meeting
the daily/weekly volume of
incoming and completed work.
The long-term solution is to obtain
a report from Mosaic which will
identify the reasons why an
assessment has not been
completed; a request that will
need to be put forward to the
Mosaic Project Board to agree
timescales and cost for
developing a report for this
facility.

Rating

High

Original
Target
Date
Not given

Revised Action

A request for a separate monthly
report which will identify those
locations, where there have been
no transactions, has been made.
Reasons for this will be included
with the report.

Revised
Target
Date
Not Given

Current Update from
Management
A separate report for zones where
there have been no transactions
is now being received monthly. A
spreadsheet of these locations,
explaining the reason why this
was, is being maintained on file.
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